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Abstract
Several computing par?digms h .ave promised to deliver this computing vision, of
which the latest one is know Cl d .n as ou computing. The term of cloud denotes the

infrastructure as ª "Cloud" from which businesses and users are able to access

applications from anywhere in the world on demand. Cloud Computing is a new

paradigm for the provision of computing infrastructure, and provides all the

resources including networks, servers, storage, applications, and services as a

service. This paradigm shifts the location of this infrastructure to the network to

reduce the costs associated with the management of hard-ware and software

resources. This paper intends to provide comprehensive review on Cloud

computing in terms standardization in de jure standardization o;ganizations such

as JTU-Tand JTCJ, and defacto standardization organizations.
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CHAPTERONE

1.0 Introduction

As Green IT has been issued m .

'
. any companies ha.ve started to find ways to

reduction IT cost and overcome ec ·
.onom1c recession. Cloud Computing service is a

new computing paradigm in which people only need to pay for use of services

without cost of purchasing physical hardware. For this reason, Cloud Computing
has been rapidly developed along with the trend of IT services. It is efficient and

cost economical for consumers to use computing resources as much as they need

or use services they want from Cloud Computing provider. Especially, Cloud

Computing has been recently more spotlighted than other computing services

because of its capacity of providing unlimited amount of resources. Moreover,

consumers can use the services wherever Internet access is possible, so Cloud

Computing is excellent in the aspect of accessibility.

Cloud Computing is a fused-type computing paradigm which includes:

• . •

G ·d e mputing Utility Computing, Server Based Computing (SBC),
V1rtuahzat1on, n o ,

t. rather than an entirely new type of computing
and Network Compu ing,

.

.

h 5 evolved through a number of implementations.
technique. Cloud computing ª

.

·ct great convenience to users. Cloud computmg
Moving data into the cloud provi es ·

bl resource sharing in terms of scalable

is a collection of all re.sources to ena e

I' fon development platforms, and value-

middleware and app ,ca I

• .infrastructures,
.

t· of cloud computmg mcludes:
.

. The charactens ,cs

added business applications.
. . t and flexible.

virtual, scalable, efficien '



Cloud computing application

Email Communication

?

The emails are among the most
I

·

. popu ar ways used by people to communicate
today and the service is constantly evolving to become faster and more reliable.
Email clients are popular way to check your emails, but they often use your
physical memory to store communication data.

Cloud computing enables webmail clients to use cloud storage and give you the
opportunity to check your emails from any place in the world. All big technology
corporations use cloud computing to make their email messaging service more

reliable.

No Need to Upgrade Local Storage

Data saved on your home or business computer is accessible only when you use

•

d
· w·th cloud computing users are able to store all the filesthe particular ev1ce. t

they need to access later on over the internet.

. b bl sks yourself how safe it is to use online storageWhen reading this yotJ pro ª Yª
. "ded with unique username and password allowing only

services -you will be provi
.

I. torage space. All cloud storage solutions
h files in your on ine s

you to access t e
. making it nearly impossible for you to lose any of

have several layers of security

your data.

The Virtual Office
loud computing is to enable business

I
use of the e

Probably the most popu ar
.

.

G gle. Docs is the most popular
. ad of buying it. oo

,, ftware inste
owners to "rent so

,

2



suite for running virtual office b
.

' ut there are lots of o .

as Think Free and Microsoft Off· .

ther solutions available such
ice Live.

The main benefit of using virtual .

office applications ·

your PC with tons of heav
is thªt you will not overload

y programs, but instead
online. Other benefits· that com .

.
.

transfer most of the work
e with using virtual ff . .

accessibility options f
O ice suites mclude improved

, or collaboration and .

secure cloud storage space.
Examples of cloud computin .

.

_

g services include:

l. Software-as-a-Service Models

2. Virtual IT (information technolo )·
.

gy • Configure and deploy remote external
servers as extensions to a company's loca/ IT network.

3. Network storage: Archive data across the internet to a provider without

needing to know the physical location ordinary storage.

1.1 Problems statement

The fully distributed and open structure of cloud computing and s_ervices becomes

an even more attractive target for potential intruders. It involves multi-mesh

distributed and service oriented paradigms, multi-tenancies, multi-domains, and

multi-user autonomous administrative infrastructures which are more vulnerable

and prone to security risks.

It,
1 h bl ms of overcoming the loosing information by using ordinary

s to so vet e pro e

d ut"ng it's reduce that.
storage, by applying clou comp 1

l.2 Significant impact of the project

3
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1 To provide comprehehsive
1

·
·

.

.

e oud
storage for DIT

polytechnic dutse. It increases STUDENTS in jigawa state
performance and

all your software and applicati
support by updating the fact that

·. ons
automatically.

2. It provides security and c· 0 1•mp 1ance.

3. It provides anytime anywh ere access to information.

4. It increases performance dan support by d
·

up ating the fact that all your
software and applications automatically.

S. It provides security and compliance.

6, It helps in economic êost reduction in running a particular application.

7. It provides humans with, effective resource management.

8. It provides anytime anywhere access to information.

1.3 Scope of the project

Is occupying in the Department of computer science, DIT STUDENTprevious,

current and feature.

For the purpose of this research work, the researcher shafl be limited to

d
I

. dd ss book application which will be installed
eve opmg an a re

1.4 Objectives
. ge in computer science department.

l. Provide comprehensive stºra

I.
. f information

2. Reduce manual hand 1ng 0

. of student profile.
3. Provide simple way of looking

4
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4 To increase resource
availability of Cl d .· ou

Computing system.
s. To handle the potential threats by de lo

.

.P Ying Multr-level IDS and managing userlogs per group according to
anomaly lever.

6. To develop an addrêss book application that will be launch as a cloudapplication

'
1.5 limitation of the study

1. This project is limited to the computer science department (DIT)2. Fund: There was limited fund to take care of the research properly especiallywhen test running the_ application_.

3. Research Material: Lack of access to research materials on the topic in the
school library and even public libraries were also a major constraint in the cause
of this project.

1.6 definitionsof terms

.
.

d' where a large pool of system are connected inCloud Computing: rs a para igm,
.'d

. frastructure for application data and flies
.

t rk to prov, e inprivate or publrc ne wo

storage.
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CHAPTERTWO

1.0 LITRRETURE REVIEW

This chapter reviews the literature related to the topic covered by the project
work. It examines cloud computing in general touching on its history,
application and importance. It explains cloud ·oracle and highlights its

importance in de.veloping 'cloud computing àpplications. The chapter

concludes by giving a briefon cloud computing.
_

2.1 cloud overview

h d fnition of cloud computing. Confusing problemThere are some debates on t e e 1

d f y ns always appeared in the cloud, as
like the lack of Agreed-upon e int 'º '

. .

f. ·t·ons Different types of services will be
.

·de differentDe ,n1 I
•

.different experts prov,
.

h h the internet. Cloud
. t the subswbers t roug

Provided by cloud computing O

. d rvices moved into "Clouding
.. that all applications an se .

computing is something
·n layers. The first layer, fabric,

there are four ma,
.

cloud computing architecture,

6
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contains
all Physical com' putational de

.

b
.

vices and h

network andwidths, comput· .

ardware resources such
. mg units st

as

, orage syst

The second layer, unified
em etc.

. resource .

.
, contains virtual' d

integrated resources? The h
.

I.ze resources which act as

. p ys1cal machines h

act as integrated resource f

ave been encapsulated in order to

.

s or the end users In th' d

layer, contains new resa
·

· ir layer, which is the platform
urces such as specialized t I

.

The main purpose of th'
·

1

.

00 s, middleware and services.

is ayer is to reduce the b
. .

directly into virtual h'

urden of deploying applications

mac me container.
·

The Development environment is
.

.

. .

provided for the developers to develop

apphcat1ons. Finally, the to La
. .

.

p yer, appl1cat1on, contains the applications that run

and execute in the cloud.
.

.,

According to the u
·

.

sers can use cloud services provided by cloud providers without

having any operational system.

·

2.2 history of cloud computing

The underlying concept of cloud computing was introduced way back in 1960s by

john McCarthy. His opinion was that computation may someday be organized as a

public utility. Also the characteristics of cloud computing were explored For the

first time in 1966 by ( douglas park hill) in his book. The history of the term

"cloud" is rom the telecommunications
world, where telecom Companies started

offering virtual private network (vpn) services with comparable quality of service

at a much lower cost.

I

· • th y provided dedicated point-to point data circuits which

n1t1ally before vpn, e

d 'dth But by using vpn services, they can switch tragic to

were wastage of ban w1 .•

·

II network. Cloud computing now extends this to

balance utilization of the overa
. frastructure.

Many players in the industry have

cover servers and network in

. d im lemented it. Amazon has played a key role

jumped into cloud computing
an p

7



and launched the amaze? web .
.

service in 2006. Also. .

earch plans in cloud .
.

goggle and imp have started
res computing E

•

I.
• ucalyptus became the fast open source

platform for deploying
pri_vate clouds.

Cloud mining is thê process of b. . ..

.
.

it coin mining utilizing a remote data center
with share processing power This

·

· type of cloud mining enable users to mine bit
coin or a Iterative crypto cl\rrencies w·t .

.

•. 1 out managing the hardware.

2.3 characteristics of cloud computing

In cloud computing, users access the data, applications or any other services with

the help of a browser regardless of the device used and the user's location.

The infrastructure which is generally provided by a third -party is accessed with

the help of internet. Cost is reduced to a significant level as the infrastructures is

Provided by a third-party and need not be acquired for occasional intensive

computing tasks.

Less IT skills are requi•red for implementation reliable service can be obtained by

the use of multiple sites which sharing of resources and costs amongst a large

Collection of users allows efficient utilization of the infrastructure.

.
•

·

e of cloud computing applications as they need not
• Maintenance 1s easier

1?,
cas

be installed on each user's computer.
·

ing the usage of application per client on

• Pay per use facility allows measur

regular bases. r •

. d nd thus it 1s scalable.
be monitore a

.

• Performance can :-,
h t aditional systems because providers

d as or better t an r .

• security can be as gç,o
:

.

. curity issues that many customers

sources to solving se
.

.

are able to devote re
ff d However, security still remains an

. 'al this delays a or .

cannot quite conf1dent1 ,

.

d tion of cloud computing
the data is a op

important concern when
.:.

8



2,4 How can you
us_e the _tloud?

The cloud makes it possible f
. .

. or
Y?u to access your i f .

.

any time. While a traditi6nal n. ormat1on from anywhere at
;

computer setup re .

.

location as your data stora e d .

quires you to be in the same
•

g ev1ce, the cloud t .

.

removes the need for ·yo? to b
.

akes away that step. The cloud
e in the same h

.

that stores your data y
,

p ysical location as the hardware
. our cloud provider can b

and software nece .

.
.

ºth own and house the hardware
ssary to run your h

. .
.

orne or business applications.
This 1s especially helpful for b

.

usinesses thªt cannot afford the same amount of
hardware and storage space as b'

. .

ª igger company. Small companies can store
their information in the cloud .

, removmg the cost of purchasing and storing
memory devices. Additionally, because you only

need to buy the amount of st ·

- orage space you will Use, a business can purchase
more space or reduce their subscription as their business grows or as they find

they need less storage space.

One requirement is that you need to have an internet connection in order to

access the cloud. This meqns that if you want to look at a specific document you

have housed in the cloud; you must first establish an internet connection either

through a wireless or wired internet or a mobile broadband connection. The

benefit is that you ca? access that same document from wherever you are with

any device that can access the internet. These devices could be a desktop, laptop,

h Th. can also help your business to function more smoothly
tablet, or p one. 1s

.

· connect to the internet and your cloud can work on
because anyone who can.

'

nd store data. Imagine picking up your smartphone
documents, access softw?[e,

ª
· ·

t eview instead of having to stop by the office to
and downloading a document O r

·

·

This is the freedom that the cloud can provide
print it or upload it to your laptop.

for you or your organizatiot
9
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2,s types of clouds

There are different types of
1

:

c ouds that you
.

needs. As a home user or small b .

can subscribe to depending on your
.

us1ness owner .

cloud services. ' You Will most likely use public

l. Public cloud - a public cloud can be accessed b a .

connection and access to th
1

.

Y ny subscriber with an internet
,.

e c oud space.
2. Private cloud - a private. 1 d

.

c ou 15 established f ..

and limits access t •

·

·.
orª specific group or organization

o Just that group.
3. Community cloud _ a corn .

munity cloud is shared among two or more
organizations that have similar I d

.

.

c ou requirements.
4. Hybrid cloud - a hybrid cloud ·

.

1s essentially a combination of at least two clouds
where the clouds included. are a mixture of public, private, or community.

,

2.6 choosing a cloud provider
Each provider serves a specific function, giving users more or less control over

their cloud depending on .the type. When you choose a provider, compare your

needs to the cloud servis?s available. Your cloud needs will vary depending on

how you intend to use th? space and resources associated with the cloud. lfit will

be for personal home use'., you will need a different
clo?d

type and provider than

if you will be using the cloud for business. Keep in mind that your cloud provider

.11

· ·meaning that if your technological needs change at any
w1 be pay-as-you-go,

. re storage space (or less for that matter) from your
point you can purchase mo

.

cloud provider.
2.7 Three cloud providers

í

•

.

( ) platform as a service (paas), and infrastructure as a

Software as a service saas '
·

d'ff in the amount of control that you have

h e types I
er

service (iaas). These t re

10
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over your information,,ílrid .

.
..

conv?rsely h

to do tor you. Briefly, here is What

' ow much you can expect your p "d
you can

rov1 er

Z,7,1, Software as a service:
expect from each type.

A saas providergives subsc "bri ers a
.

:
ccess to both r

makes It unnecessary for you to h

esources and applications. Saas

.

,

aveª Physical co
devices. Saas also each provide

PY of software to install on your
r serves a specific f .

less control over their cloud d .

unction, giving users more or

epending on the t

compare your needs to th
I

ype, When you choose a provider,
e c oud services av ·1 bl

depending on how
·

.

ª1 ª e. Your cloud needs will vary
you intend to use the

-

. .

·

,

space and resources associated with the
cloud. If It will be for personal h

•

. _
_ .

orne use, you will neect"a different cloud type and

provider than 1f you will be usin h
_

g t e cloud for business. keep in mind that your
cloud provider will be pay-as

.

, -you-go, meaning that if your technological needs

change at any point you can purchase more storage space (or less for that matter)

from your cloud provider.,. Once by accessing it on the cloud in a saas agreement,

you have the least control over the cloud.

2.7.2. Platform as a service - a paas system goes a level above the software as a

service setup. A paas provider gives subscribers access to the components that

they require to develop and operate applications over the internet.

2.7.3. Infrastructure ás a service·- an iaas agreement, as the name states, deals

primarily with computatio_nal infrastructure. in an iaas agreement, the subscriber

completely outsources the storage and resources, - such as hardware and

ft h d As you go down the list from number one to number
so ware, that t ey net:; •·

.

• more control over what they can do within the space

three the subscriber gains' · ·

'd has less control in an iaas system than with a saas

of the cloud. The cloud provi er

. for the home user or business looking to start

agreement
' 'hat does th1s mean

n choose your level of control over your

p It means you ca
·

.· .

h t you want from a cloud provider.

types, of s?rv1ces t a

'

11



rf-01example, imagine You_:are .

,

starting uph
. Your own s II

..
.

-

afford to pure ase and store all f
ma business you cannot

.

. ' o the
hardware a

on the cutting edge of your
nd Software necessary to stay·

.. market B'' ·

Y subscr"b"service cloud, you would ?e able .

1 Ing to an infrastructure as a
·•·

to maintain Your .

computational capability• as a far
new business with just as much

ger, more establi h d
paying for the storage sp

s e company, while only¡:ice and bandwidth h

h
t at you use, However, this systemmay mean you ave to spend m• ore of your

. resources on the development andoperation of applications As y. ou can see, you should
computationa I

¦

evaluate your current
resourcesf the level f

.

0 control you want to have, your financial
situation, and where you forese b

·
•e your us1ness going before signing up with a

cloud provider.
If you are a home user, however, you will most likely

_be looking at free or low-
cost cloud services (such as webapased email) and will not be as concerned with

many of the more complex cloud offerings.

After you have fully taken stock of where you are and where you want to be,

research into each cloud provider will give you a better idea of whether they are

right for you.

2.8 Security
. . d

·

the cloud is often seen as valuable to individuals with
The information house on

•

·.

1 t f rsonal information and potentially secure data
malicious intent. There IS a O O pe

. uters and this information is now being
that people store on their comp '

.
. .·

·

·t ritical for you to understand the security
transferred to the cloud. This makes I c

.

. lace and it is equally important to take
d Provider has in P '

measures that your dou
. ecure your data.

personal precautions to 5
,·

•

h security measures that your cloud
. st look into is t e

.The first thing you mu
f provider to provider and among

. lace. These vary rom
. .

provider already has 1n P
. methods do the providers have in

/ d What encryption
the various types of dou s.

12
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I
?

•
I

/ace?
What methods of Prat .

.

p .. ect1on do the h .

rnat your data will be stored on, w·1

y ave in place for the actual hardware•

t
I they have bnave firewalls set up? lfyciu hav ackups of my data? D? they

.

. '

e a

cornmunity cloud .keep your information
se;parate f

'what barrrers are in place tororn other com . '
.

have standard terms and- cond·r
Panies. Many cloud providers

•

.

I ions that may answ
.

.home user will probably h .

er these questions, but theave little neg t·
.o iat1on room in th .

I d
.mall business user h .

eir c ou contract. as may ave
shghtly mor .

.

. e room to discuss the terms of theircontract with the provider and w·u b·

.

1 e able to ask these questions during thattime. There are many questions th t
·

a you can ask, but it is important to choose acloud providerthat considers the security of d .your ata as a maJor concern.
No matter how careful you are with your personal data, by subscribing to the
cloud you will be giving up some control to an external source.
This distance between you and the physical location of your data creates a

barrier. It may also create more space for a third party to access your information.

However, to take advantage of the benefits of the. cloud, you will have to

knowingly give up direc;t control of your data. on the converse, keep in mind that

most cloud providers'will have a·great deal of knowledge on how to keep your

d ·d l'k I has more resources and expertise than the averageata safe. A provi er I ey

user to secure their computers and networks.

2.9 Advantages of Cloud Computing

2.9.1 Easy management
it hardware or software is simplified,

infrastructure, be
.

The maintenance of the
.·

pplications that are quite storage
r their team. Also a .

thus, less headaches. fo ·

' ·

. ment compared to the same when
. h cloud environ

. t use ,n t e

extensive is easier 0

13
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a
I
-
::;

ed bY the organization by it
·

us
'

s own. Also a
·rnple web brows :

t the User level h
;s a si .er '>!1th intern t , W at you mostly neede

connect' ·

2,9.2 cost reduction ivity.

The main advantage ·for some 1,

.

tes here cloud co
.

.

.

spending for sums. Costly sy t mputing drastically reduces its erns need not be re .

.intensive computing resot, quired for occasional use of
- rces also the man .

.

.

. power required for such systems isnot required. Even simple applications lik .

e email can be set up and mostlyThrough applications like goggle a PPs. Also as most of the time such providers are
quite reliable in terms of availability •it.

1

•

, 1s cear winner.
2.9.3 Uninterrupted services

Lower outages are p_rovided by cloud computing services, thus providing
uninterrupted services to the user. However, some occurrences of outages have
occurred in the past, like the Gmail outage in 2009. Also other clouds Vendors like
have failed at some point of time, but however, they are much more dependable

compared to the infrastrtJ,cture installed on the organization.

2.9.4 Disaster manageme\1t

In case of disasters, an offsite backup is always helpful keeping crucial data

d menities is the need of the hour for most ofbacked active using clou storage ª
-

d ervices not only keep your data off site, butthe organizations. Also cio.u storages
·

1

t ms in place for disaster recovery.
they also ensure that ?hey,have

sys e
·

.

2.9.5 Green computing
• ·

1 t
·

. f systems in organ1zat1ons, e ec ron1c
. .

.

to extensive use o
Harmful em1ss1ons due

d energy consumption is the main
he time passes an

Waste generated as t
. stems this can be reduced to some

t day computing sy
.disadvantage of the presen

. This leads to environment preserving.
uting services.

extent by using cloud comp
.

.

d computing .

2,10 Dis AdvantageOf Clo,u
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computing, which spme Peo

1

.
.

.

. .
.

, Pe claimed as a

ot of 0rgan1zat1ons In •doing bu .

new.
technology has helped

I
.· s1ness. Alth

, a

· t th org
·

· ough cloud .
.

benefits
o e anIzatIons as af computing brings some

. . orernentioned th
decision

makers that need to be tak .

' ere are some shortcomings for
. .

en into consider t'
HI be pernicious to the perform

a ion cloud network traffic
w anee of cloud.

When cloud capacity is more th 8an 0% o .

d
. .

ccupie
, the computers will be

Irresponsible there Is çhance of crashin b
.

·

· g etween servers and computers.
This wlll lead to the loss of valuable dat h

,

a sue as customers' data, organizations'
sales report etc. cloud attack Is also a ma¡·or is

.

1 d
.sue m e ou computmg.

Cloud computing is a place for the users to host their web services such as web

hosting and cloud storage.

This has attracted the hackers to steal the business data, such as daily sales,

profit reports, financial reports etc.

Highlighted the types of clpud attacks such as malware injection attack, wrapping

attack, MY SQL injection, ?n authentication attack.

2,10.1 Data stealing

b f d Organizations connected to the internet is increasing.
The num er o users an

b b·I·t of probing and attacking using viruses, worms
This also increases the pro ª 1 1 Y

.
·. . h 5 happened in one of the service providers,

and cyber terrorists. An incident ª

. ve been hacked illustrates the percentage of

goggle Inc., which their servers ha
.

.

I
ud computing.

key concerns issues m c 0

.
. tion attack

2.10.2 Malware in¡ec
. nd websites hosted on the cloud.

the applications
a

The hackers will try to damage
. . . fa web application or website and

. the vulnerab1l1t1es
o

Usually hackers will ffnd ·

ormal execution.

·t thus change the n

make some changes to 1

,
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Hackers
will program.amai· .

ICIOUs app¡· .

. icat1on d

the malwa re into the cloud .

an use the Virt
I

. . .
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•.·

services Th
ua machine to mJect

:

. rou h

theY want such as datá theft O
.

.

g this the hackers ca d hr
eavesdro .

n o w atever

·

· th
· Pping arno

·

d'
lnJectIons,

e most con:irnon for ng 1.fferent types of malware
rn are sql injecti

The concept of sql injection is t
on ..

. .
:

. o change the quer
the improper validation ôf d t

Y structure. The hackers will use
a a to take advanta

servers or databases. Besid h
ge. Usually their target is sql

es, ackers will tr t
..

.

Y O lnJect a malicious code
Z.10.3 Wrappingattack

·

Wrapping attack which uses extensibl e mark-up language (xml) signature element
in order to weaken the web servers' rd

.

· va I at1on requests .When a user requests for

a service, it isinteracted using s· 1 b.
" imp e o Ject access protocol (soap) and submitted

in xml format. this type of attack usually occurs during the translation of

messages in transport layer service layer between web server a?d valid user the

message body will be duplicated and send to server as a valid user. The hacker

will copy the user's accôunt login details. During the login session, the hackers will

inject a spurious element,in the message structure. They will modify the original

content with malicious cod.e. After that, the message is sent to servers. The

S ·11 th· essage as the body is unchanged as a result, the hackers
erver wI approve e m

. th server resources to unauthorized access.

will be able to access to e
.

.

2.10.4 Authentication atté1,ck

.

·'

t e of attack that occurs in a cloud environment

Authentication attack is alsoª VP

weak point in web server and always

h tication is always a

stated that aut en
with ineffective encryption system.

ck-especially
the one

become a target to atta
es of authentic¡ition such as something a

. ill use three typ

Every service providerw
·.

. cess· the hackers try to access the

. the authentication
pro ,

person knows has during . . If they succeed, the hackers are

. f I
information.

user's credential and conf1den
ia

. tions' sensitive information etc.

d t organiza
, fídential

a a,
.

able to access users con ·
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oenial of service (dos)i \ atta?

denial
of service (dos), lll(l;lich

1

·:-,
a so called .

· k h b
· as d1strib

11ood1ng auac as eco?e one of the
Uted denial of service {dos) or

bl
·. most cancer .

a n,ajor trou e to the sei:vices .
.

.

n issue in cloud computing and
.

ava1lab1hty. Althou h

have been putting effort? for d
g the network security experts

. :
ecades to solve this

grow and have more impacts r
attack, attack continues to

.

.

ecently and hi hi' h
.

uch as surf attack flood tt k

·

·

g ,g ted the types of dos attack
5

' ? ac
, of death att k

·

,

ac , tear drop and ip spoofing attack.
The attackers can launch differentt

.

·

'.

ypes of dos attack, including resource-focused
(network, memory, cpu etc.) and 1•

•

:

· app icat,on-focused web Applications, database
services etc. they make the s

·

.ervices on cloud inaccessible, intolerably slow or

unavailable thus degrade the qual·t f
·

· ·

'

,
1 Y o services and the network connect1v1ty of

the ways that usually attackers will do is to send large amount of data packets.

The main purpose is to overload the servers' capacity and bandwidth and make

the services unavailable .according to attacks can occur at any layer in network.

for example, attack at' network le\lel to make the server unreachable, flood attack

at the transport layer to get the server busy and send fake _requests to the

application layer to consuí!'1e
the servers memory·

2.10.6 Data privacy
d in unencrypted form by different

data will be accesse
ln cloud computing,

organizations.
. ted from different perspectives such

. ··sks can be ,Ilustra .

According to data pnv.acY r,i
·

pliance. some organizations will

I and regulatory
com

.

as insufficient user contra However, this would lead to

haring purposes.
Upload f'1les to cloud for s

h as protection of personal or
. sues sue

. . . d data privacy
,s

h I
cation of data international

conf1dent1al1ty an
.

. sometimes,
t e 0

. ·nformat1on.
organizations' business 1
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Risks security is_sue?

·fêroud computing brings fonve .

·

·

.'.
· niences to the organizations but there are some·

risks threatening organization t
'

•

_ .
. •.

s oo. In order to provide a better quality ofservices, the providers have res .
. . .

_
.

•. Ponsib1ht1es to ensure that cloud environment is
highly secured. Providers have·. to make enhancement on security to gain users'
trust. There are some solut" rans to enhance the security of cloud.
2.11 ,1 Data stealing solution
Data stealing is usually

·.

"d 1WI e Y occurred the attackers will try to steal users'
account credentials. To prevent this, a special and distinct number should be
generated at login se?sion every time the session ends: the users are required to
send an email about the t,1,sage and duration together with the unique number for
the next login. Through this, the users will be more aware of the usage and

unique number to be used for every login. For example, in amazon cloud service,

a unique number is used_ to verify the users. For retail organizations, it requires

the users to register as a user first before purchasing something. The information

includes credit card details. Stated that it is necessary to enhance registration

system to reduce the chfnce of customers' data stolen. This can be done by

applying credit caret
fr?ud

monitoring system. Security policy, rules and

I

• duce the risks of improper use of cloud computátional power.reguauonscanre
:

2.11.2 Malware attack sol_ution

.

h ers' requests are processed based on authorization and
In cloud computing, t e us

·

·11 be done between web servers and web browsers.
authentication and these ':"'1

. . harmful code to the cloud environment. To prevent this,
Hackers will try to rn1ect ·

.

t re the information about the operating system
cloud service providers ne?d

to s o
.

' the first time registration.
(os) the users use durrng

.
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_;cloud computing is? fully independent os platform, cross checking will be

fê, l:)efore launching an'instance on a cloud. This is to check whether the os

,_@,ririation
stored on t?e ?loud is matched with the ins?ance requested from .

. i:Í.,$ Wrapping attack sQlution

{;apping attack can be _''prevented by enhancing the security between the

:ornmunication with the Vyeb s?rver and a web br?wser. This can be done by

:dding an extra bit which:;?alled Stamp bit contains signature value to the soap

·message.

This type of bit is used to, prevent the value being changed by the attackers. If

there is any interfere during the communication, the stamp bit will be toggled ªnd

new signature value will be produced in Browser and is sent to the server.

1111
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GHAPTER THREE

I

I l I I

':,s,çhapter details how ?e system is created from scratch. It gives details about

·e;:âpplications that are used to develop the system and gives snapshots of various

,ht1;1rfaces of the system .

. . ..

. The word press is used to create the beautiful, website interface that will display

'

the welcome screen and prompt the use to provide their log in to access

information. (Backup) The.user interface looks like this:

MySQL is used to design the query to the system

MS Access is used to store all the data collected about the students. Below i? ª

snapshot of the data as it is entered on an MS Access file

!!!•

i
I
I

department.

3.2 DATA COLLECTION

. II t· of the student your cant fields all the data of student of this

In this data co ec ion -

.

-

Iii
;
!
!
•
i
i
•·
!!
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1'3
System Requirement
5.0.1 Hardware Requirement

I o Processor
Standard Processor with a speed of

I

I
•

1.6GHz

o Ram

o HardDisk

Software Requirement
o Operating System

o FrontEnd

o BackEnd

1 GB of RAM or More

30 GB or More

Windows OS or Linux

Word press

: my sql, Access

¦
I

i
•

i
I
I
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CHAPTER FOUR

'I'bis chapter provides details about wh
.

..

. .

•t you getoutof th, ,y-- ItstarlS with

descnpt1on about search results d
.

an pnntdata

4.1 Search student: it is eas t
.

.

· Y O get the mfonnat1on of each student you can find

each student by his use d.mame an .password that is the :work of search.

4.2 upload document: if you need the data of each student after search the files

then you can print the files of the student

4.3 How to Use cloud computing site

You can access Cloud computing using the Console {a browser-based interface) in

the www.jigcloudcomp·ut:lng&f
Instructions for the Console and are included in

topics throughoutthis guide.

4.4 To access the system

-

-

-

!

i-

Y
Pported

browser You can use the Console link at the top of this

ou must use a su
·

h
• ·n page

vou will be prompted
to enter your cloud tenant,

page to go to t e s1gn-1
·

your user name, and your password.

Step 1: login form

i
?
Ill!

i
-
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CloudComputing
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Logln
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''f
·I

This thaµtet·p?vldesdetails about what ?ouget out of the sy5tem.
It

starts With deschptibn about search results and print the file.

I
I
I

I
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s.o conduslon

CHAPTER FIVE

doud computing is the most popular notion in ITtoday; even an academic report from

UC Serkeley says "Cloud Computing is

ükely to have the same impact on software that foundries have had on the hardware

Industry." They go on to recommend that "developers would be wise to design their

next generation of systems to be deployed Into Cloud Computing.

s.1 Recommendation·

We advise the student that wish to improve this design to look into:

cr.-t1on of doud computlog "''"" wo«l pcess aod "'" 'º''" focm to b• deslgo

perfectly.
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