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ABSTRACT

Modern campus networks are designed for high-speed service with the capacity to handle many
organization's bandwidth requirements, support data applications such as electronic-mail, web
and files sharing services. These networks sometime lack the capacity to guarantee quality of
service for voice, video and other interactive applications due to bandwidth requirement and high
packet end-to-end delay. In some networks, voice, video and other interactive packets must be
given priority in terms of bandwidth and delay over less-time-sensitive packets such as mail or
file sharing for the networks to meet the QoS demand of these voices, video and other interactive
applications. In this research, best-effort service model currently employed in Ahmadu Bello
University (ABU) Internet network and differentiated services networking model define in RFC
2474 were analyzed. Enhanced differentiated services model was developed to improve and
achieve better reduction in packet end-to-end delay of interactive traffic such as video
conferencing and voice streaming in networks. The simulation results obtained of simulation of
the three services model showed that enhanced differentiated services model with mean packet
end-to-end of 0.10481s has 26% delay reduction as compared with differentiated services model
with mean packet end-to-end of 0.10757s. The enhanced differentiated services model has 32%
delay reduction as compared to the best-effort services model with mean packet end-to-end of
0.15417s. Similarly, validation results obtained of mean delay of the enhanced differentiated
services model performed better than the differentiated services model by 40% and better than
the best-effort services model by 83%. These results demonstrate the superiority of the enhanced
differentiated service to differentiated service and best-effort services models in reduction of

packet end-to-end delay of a network.
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CHAPTER ONE

INTRODUCTION
1.1 Background
Information technology is strategically important to the goals and aspirations of business
enterprises, government entities and educational institutions, particularly Universities. It is the
cornerstone that enables the University’s faculties, researchers, students, administrators, and staff
to discover, learn, reach out, and serve humanity.
Campus Area Networks (CANs) such as ABU network transmit interactive and multimedia
applications such as video and audio streaming for experimental, practical and other uses. The
numbers of such interactive and multimedia applications on such networks are on the increase.
Voice, video and data applications demand different types of performance assurance and so
Quality of Service (QoS) provision is one of the important components in the design of such
networks. Researchers have done considerable work in developing QoS models, mechanism and
queuing disciplines to improve transmission of interactive and multimedia applications on IP
networks. The challenge of implementation of the developed QoS models, and queuing
mechanism on last mile networks of the internet and the inability and inappropriate
implementation of most of the QoS models result in the degradation of the QoS in terms of
packet loss, packet delays, and packet delay variation for messages transmitted over the
networks.
Packet-based networks are networks in which packets sent from a source may traverse different
paths to arrive at the final destination. The packets that are routed over separate paths are
reassembled at the destination. Transmission rates of the various paths may vary depending upon

the usage of the network paths over which the packets are being transmitted (Abaye et al., 2006).
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During heavy traffic conditions, packets may be delayed and lost. Packet delays and losses cause
poor performance of the network and are more obvious with voice and other interactive
streaming communications. Interactive streaming packets (voice, multimedia) in a network share
the network bandwidth with conventional non-streaming packets (such as data associated with
electronic mail, file transfer, web access, and other traffic). Voice data and other interactive
packets that are lost or delayed due to inadequate or unavailable capacity of networks may result
in gaps, silence, and clipping of audio at the receiving end, thus affecting the QoS of the network
(Abaye et al., 2006). One solution for this problem is the over provisioning of bandwidth.
Howeve is an expensive option for service utilises and can be difficult to ensure in all cases.
Another and a preferred solution is the use of QoS models. Two of such models that have been
standardized by the Internet Engineering Task Force (IETF), are integrated services and
differentiated services models. Due to scalability issue with integrated service model,
differentiated services models is mostly preferred. The preferred differentiated services model
also has the challenge of Packet being processed and eventually dropped during the last process,
if threshold of queues are exceeded. This leads to added delay to incoming packet caused by the
processing time of packets which are eventually dropped, hence the need to improve the
differentiated services models for better performances.

1.7.2 Ahmadu Bello University Campus Network
The physical connectivity diagram of ABU network shown in Figure 1.1 illustrates how network

devices are connected. Packets are transmitted between devices through a series of routers. Each
intermediate router in the network may receive packets via multiple data streams that are routed
simultaneously from their source devices to their respective destinations. In such conditions,
packets may have to be stored at the intermediate routers for transmission at a later time due to
reasons such as full buffers, packet loss or scheduling.
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In ABU network, arriving internet packets are assigned on per connection queuing using first in

first out (FIFO) queuing disciple.
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The Per Connection Queuing (PCQ) is a method that can be used to dynamically equalize or
shape traffic for multiple users. It is possible to divide PCQ scenarios into three major groups:
equal bandwidth for a number of users, certain bandwidth equal distribution between users, and
unknown bandwidth equal distribution between users. The ABU network uses PCQ with best-
effort services model (without QoS), a staff is allotted 1Mbit/s bandwidth and a student allotted
50kbit/s bandwidth when there is congestion, while during light periods of traffic when there is
no congestion at the interfaces, packet on arrival are served and dispatched. During heavy load
periods of traffic in which packets arrival rate are faster than outgoings from the interface,
congestion occurs and packets queue for services to avoid drop, once the interface is free they
are serviced and transmitted based on their assigned priority employed at the interface. On such
instances of congestion, transmission of multimedia and interactive traffic may suffer
degradation of services across the network since such traffics has high bandwidth requirement
and are delays sensitive. To avoid degradation of services of such multimedia and interactive
traffics, service differentiation and priority will require being given to the multimedia and
interactive traffic over non delay sensitive traffic at the interface with congestion.

Therefore there is a need to continuously improve the ABU network by evolving better QoS
model to support and improve the transmission and deployment of interactive applications on the

network.

1.8 Motivation

Transmission of voice, video and other interactive traffic may suffer degradation of services
across a campus Internet network if there is congestion. Voice, video and data applications
demand different types of performance assurance and QoS. Campus Internet network may

require service differentiation and priority queuing at the interface in which congestion occurs to
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give priority to delay sensitive traffic such as voice, video and other interactive traffic over non
delay sensitive traffics such as file download and electronic mail traffic. The motivation for this
dissertation is to develop and improve the differentiated services QoS architecture to reduce
packet end to end delay and guarantee QoS for of delay sensitive traffic on campus Internet

network.

1.9 Significance of Research
The contributions of this research are as follows:

i.  Improve packet end to end delay by 32% compared with ABU current services model.

ii.  Achieved 26% packet end to end delay reduction when compared with standard

differentiated services model.

1.10 Statement of Problem
Due to the demand for new types of services, Universities’ campuses are facing new challenges
related to network infrastructure. The recent push to converge voice and video onto the data
network has made QoS guarantee a critical factor in the design and engineering of campus area
networks. Transmission of voice, video, and other interactive traffic may suffer degradation of
services across the network if there is congestion and may require service differentiation and
priority queuing at the interface where congestion occurs in order to give priority to delay
sensitive over non delay sensitive traffic. Hence, the need to develop and continuously improve
QoS architecture that can differentiate and give priority to delay sensitive video, voice and
other interactive traffic during congestion periods in a campus network in order to reduce packet

end to end delay of delay sensitive traffic.
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1.11 Aim and Objectives

The aim of this research is to develop an enhanced differentiated services model to improve the

differentiated services model define in RFC 2474. This is with the view to reduce packet delay of

sensitive traffic on a campus Internet network.

The objectives of this research are:

Develop an enhance differentiated services model for a Campus Area Network (CAN)
Compare the proposed enhanced differentiated services with best-effort and
differentiated service model using Riverbed Modeller Academic Edition 17.5 (OPNET)
Validate the developed enhanced differentiated services model using live routers on a

test-best network to establish the improvement achieved by the developed model.

1.12 Methodology

The research methodology is as follows:

Implementation of differentiated services model and its simulation using OPNET
simulator.

Development of enhanced differentiated services model and its simulation using OPNET
simulator.

Comparison of performance of best-effort, differentiated services model with that of the
developed enhanced differentiated services model.

Validation of the developed enhanced differentiated services model using live routers and

switches on a developed Test-bed network.
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1.13 Dissertation Organisation

The summary of how the rest of the chapters are organised is presented thus:

Having presented the introduction with the general background of the dissertation in chapter one,
chapter two presents the literature review consisting of systematic review of some fundamental
concepts theories relevant to differentiated services model and the developed enhanced
differentiated service model. Also in this chapter is a comprehensive review of work similar to
this dissertation. Development of the enhanced differentiated services model is analysed in
chapter three. Prior to this, the general structure of the differentiated services model defined in
RFC 2474 and it shortcoming is briefly highlighted in the chapter. Chapter four presents the
results of simulation and validation of the developed differentiated services model. A test bed
using live router and switches was developed and the best-effort, differentiated and the developed
enhanced differentiated service were configured and the end to end delay measured using
Wireshark network analyser. Chapter five presented the conclusion of the study. Also in the
chapter are the summary of finding and the suggestion for further work. Finally, all cited

references are presented at the end of this dissertation work.
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CHAPTER TWO
LITERATURE REVIEW
2.1 Introduction

This chapter present literature review, this provides the background knowledge related to the
proposed topic and similar research works conducted by other researchers in that area in order to
provide the basis for the approach taken to resolve congestion problem of campus networks. This
is provided in two perspectives: a discussion of fundamental concepts and the review of similar
works on the research topic.

2.2 Review of Fundamental Concepts

In discussing fundamental concepts, campus area networks performance metrics used in
communications networks such as packet delay and packet delay variance of a network, network
services models, as well as network topology and routing in packet switch network are discuss.
Issues affecting these performance metrics, such as QoS, traffic management and congestion
control are also studied.

2.2.1 Campus Area Network

Campus area network is a computer network interconnecting a few to several Local Area
Networks (LANSs) within a University campus. Campus area network may link a variety of
campus buildings, including colleges, departments, student halls of residence, library, etc.
Characteristics such as scalability, flexibility, QoS, topology, etc are very important
requirements in the design process of a network. Therefore, many design models, such as
hierarchical model that exists can be followed to simplify network design process.

Hierarchical model simplifies the design through the methodology of breaking the network into
three main components which are: access network, distribution network (convergence /

aggregation network) and core network (backbone network) in order to make the network
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smaller and more manageable (Academy 2014). That of a CAN is supported by different layers
each rendering specific functions. These layers are:

i.  Core layer.

ii.  Distribution layer

iii.  Access layer
Core Layer: The core layer provides a high-speed backbone for forwarding all traffic in the
network. It also provides very strong routing and forwarding capabilities and wide bandwidth.
Functions and attributes of the core layer include the following (Academy 2014):

i.  Providing a high speed, highly reliable, and available backbone. This is accomplished
by implementing redundancy in both devices and links, so that no single point of
failure exists.

ii. It provides quick adaptation to network changes by implementing quick-converging
routing protocols. The routing protocol is designed with fault tolerance. Only physical
route should implement redundant link so that the extra capacity can be used when
failures exist.

Distribution Layer: The distribution layer interface is between the core and access layer. Its
functions include:

i. Implementing policies of filtering, prioritizing, and queuing traffic through broadband
equipment, such as Broadband Remote Access Server (BRAS).

ii. Routing traffic between the access and core layers.

iii. Providing redundant connections, both to access and core devices.

Access Layer: Access layer is the point of entrance of the users to the network. Users can be

local or remote. Local users typically access the network through connections to a LAN switch.
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Remote users might access the network through the Internet or Remote Access Server (RAS)
using Virtual Private Network (VPN) connections. Access layer functions include:

I. Authentication of the users by ensuring that only users who are authorized to access

the network are admitted (Security-Network Access Server).
ii. Guarantying that users are charged according to accounting policies implemented.
iii. Implementing QoS mechanism that reduces network delay time and packet delay
variance
2.2.1.1 Features of Campus Network
Campus networks characteristics are different from other types of networks, such as
governmental or enterprises networks. The government networks have very high security and
high-availability requirements. An enterprise network has several criteria that determine different
network requirements according to specific cases. It depends on the business field, such as
financial/bank institutions, business sales, and service provision. Regarding those criteria
demands for high-availability and scalability, security services such as intrusion
detection/prevention and manageability can be important requirements to be met by the network.
In summary, for government and financial institutions, data security and network reliability are
of vital concern.
University campus network core mission is research and build knowledge through teaching.
Hence, campus networks are designed to support specific requirements and characteristics. Some
important characteristics and requirements of a campus network include the following (Ustares
2010):
i.  Large-scale networks with active and different user groups.

ii.  Multiple and integrated access network system.
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iii.  Complex network system management.

iv.  Open and flexible network environment and in continuous development.

v.  Multitude of network activities, including researches, laboratories experiments and
simulations, electronic learning (e-learning), etc.

vi.  Security limitations.

vii. ~ Need for availability and high-performance network design to improve collaboration
among researchers, faculty, staff, and students and to support the deployment of new
applications and services.

2.2.1.2 Campus Network Architecture
Networks are evolving from two separate networks — that is voice oriented network developed by
International Telecommunication Union (ITU) and data oriented network developed by Internet
Engineering Task Force (IETF). Furthermore, the converged next generation network allows a
set of new emerging services, where both data and multimedia traffic are sent using the single IP
network with the advantages of offering integrated multi-services to the users. These two
different kinds of traffic have different characteristics and QoS requirements. An important
challenge for today’s network is to properly design an infrastructure that can meet the
requirements of different types of traffic and provide different QoS to a wide variety of
applications.

A network architecture model provides a framework and technological foundation for designing,

building, and managing a communication network (Dannewitz, et al. 2013). A layered model

divides the communication tasks into a number of components and each component provides a

set of functions and interacts with each other. Network architecture is a set of functions and

abstract design principles. Each of these functions becomes an important component above
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which a network is built. There are four components that make up network architecture, which
are:

I.  Services and network management

ii.  Network control,

iii.  Switching

iv.  Edge access
Services and Network Management: Providing multimedia services in a university
environment are important since it facilitates faculties, departments, staff and students work
collaboration and communication as well as researches and other related applications. They also
improve the quality of distance learning (e-learning) based on a broad range of converged
communications infrastructure access. Network management system carries out fault
management, configuration management, accounting management, performance management
and security management for all devices. Network management ensures monitoring and
management services and a variety of components of the entire network infrastructure of campus
network. Managing networks deals with monitoring the network in a way to detect and prevent
failure, analyse and improve networks performance and respond to demands of services in a
shorter time.
Network Control: Networks are evolving towards the convergence of voice, video, data, and
mobile network technology over an IP-based infrastructure. However, Multimedia stream have
different characteristics and QoS requirements from data stream and hence, it needs different
protocols from the original TCP/IP protocols. Thus, news protocols are emerging like the Real-
Time Protocol (RTP) and Resource ReSerVation Protocol (RSVP) for improving support to

applications like video, audio, and interactive multimedia conferencing. Therefore, network
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administration provides critical functions to integrate all those services and support these
different protocols.

Core Switching: It is usually the constitution of Layer 2 and Layer 3 switches and routers.
Ethernet is widely adopted at campus networks due to its excellent cost/performance ratio and its
configuration convenience. The core technology for the campus network can be hybrid
technology consisting of fiber optic and wireless technologies. The hybrid technology has
advantages, such as high bandwidth facilities and mobility.

Edge Access: Edge access is the part of network responsible to connect subscribers and
equipment through different access technologies and provides information conversion to a
format suitable to be transported over the network.

2.2.2 Performance Metrics in Computer Communication Networks

Performance metric is a standard definition of a measurable quantity that indicates some aspect
of performance. Performance metrics are the criteria used to evaluate the performance of a
system. There are a number of metrics applicable to computer networks, but the focus of this
research will be on packet delay metric which is of greatest relevance to the development and
efficient running of multi-media application in any communication network. Computer network
performance metrics include (Obiniyi et al., 2014):

Availability: Availability metric assesses how robust the network is. It presents the percentage
of time the network is running without any failure of specific network element or any problem
affecting the availability of services.

Throughput: This refers to the average rate of successful data or message delivery over a

communication link or system and is usually measured in bits per second (bit/s or bps).
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Latency: Latency refers to the amount of time it takes data to travel from one location to another
across a network. It is usually measured in milliseconds (ms). It is sometimes referred to as delay
because the software may often wait to execute some functions while data travels back and forth
across the network.

Delay: The delay of a network specifies how long it takes for a bit of data to travel across the
network from one node or endpoint to another. Delay metric also assess the network congestion
condition or effect of routing change.

Packet Delay variance/Jitter: Jitter is often used as a measure of variability over time of the
packet latency across a network. A network with constant latency has no variation (or jitter).
Packet jitter is expressed as an average of the deviation from the network mean latency. It is
usually referred to as Packet Delay Variation (PDV).

Bandwidth: Bandwidth means the used capacity or available capacity of a network, link or
route. It may also refer to the consumed bandwidth, corresponding to the achieve throughput,
which is the average rate of successful data transfer through a communication path. Bandwidth
metric, in practice, assess the amount of data that a user can transfer through the network in a
time unit and may be dependent or independent of the existing network traffic.

Packet Loss: Packet loss and error metrics are indicative of the network congestion conditions
and/or transmission errors and/or equipment malfunctioning. They basically measure the fraction
of packets lost in a network due to buffer overflows, link error, or other reasons.

2.2.3 Need for Quality of Service

The concept of QoS is a generic term that defines the level or measure of service that is provided
for a particular application or network service. It also refers to the ability of a network to provide

improved service to selected network traffic over various underlying technologies (Tavares,
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2011). Modern switched networks are high-speed networks that are capable of handling many
organization's bandwidth requirements. With the recent push to converge voice and video onto
the data network, QoS has moved from being a Wide-Area Network (WAN)—only feature (where
the links are relatively slow) to a feature that is required throughout the WAN and LAN. Due to
the demands for new types of service, universities’ campuses are facing new challenges related
to network infrastructure, voice traffic is not bandwidth-consuming, but it is delay and delay
variance-sensitive. A CAN and LAN must be able to provide minimal delay and delay variance
to meet the required QoS. These requirements make QoS on such networks a real challenge.
Therefore, the need to design networks which have the following functionalities (Tavares, 2011).
i. Can deliver multiple classes of service — that is they should be QoS conscious.
ii. Is scalable — so that network traffic can increase without affecting network performance.
iii. Can support emerging network intensive, mission critical applications.
In order to meet these functionalities the network should implement service models so that
services are specific to the traffic they service.
2.2.3.1 Factors which Determine Quality of Service
Four important parameters used to measure QoS (Tavares, 2011) include:
i.  Packet delay.
ii.  Packet delay variance.
iii.  Packet loss.
iv.  Bandwidth.
The guidelines for ensuring acceptable QoS for different traffic types are displayed in Table 2.1

(Hutcheson, 2008).
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Table 2.1: QoS Requirements for Different Applications

Traffic type Bandwidth Loss (max) | Delay (max) | Delay variance (max)
Interactive voice (G.711) 12-106 kbit/s 1% 150 ms 30 ms
Streamed video (MPEG-4) 0.005-10 Mbit/s 2% 5000 ms Insensitive
Streamed audio (MP3) 32-320 kbit/s 2% 5000 ms Insensitive
Data Variable Sensitive Insensitive Insensitive

IETF developed two QoS service models: integrated service and differentiated service models to
improve the best-effort service network.
2.2.4 Network Services Models
The commonly implemented network services models are three which are:
i.  Best-effort service model.

ii.  Integrated service model.

iii.  Differentiated service model.
2.2.4.1 Best-Effort Services Model
Best-effort is the service provided to all kinds of traffic for their transportation. It is a network
policy where no special QoS model is implemented and all traffic is treated equally. This model
delivers the entire packet to the destination without guarantees of its delay, delay variance, loss,
etc. There is no differentiation between the kinds of traffic, no classification or prioritization, and
all packets receive the same treatment independent of their contents (Tavares, 2011).
Best effort is the treatment that packets get when no predetermined preference is specified for
them. If there is congestion on the medium, the caching function can be used to store packets
temporarily and when the situation is resolved, packets are forwarded. In the event of extreme
congestion when the network devices cannot handle the packets coming to such devices, packets

are dropped indiscriminately irrespective of their levels of importance (Tavares, 2011).
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For packet loss, the retransmission model is one of the alternative methods used. This model is
well suited for services such as web mail, file transfer, web access, etc. However, for real-time
services such as video conferencing, different models that can guarantee QoS are preferable
used. Best-effort service is not suitable to guarantee end-to-end QoS for all kind of traffic
(Tavares, 2011). To provide end-to-end QoS, two models are deployed: integrated services and
differentiated services models. End-to-end QoS means that the network provides the level of
service required by traffic throughout the entire network, from one end to the other.
2.2.4.2 Integrated Services Model
The basic concept behind integrated services is that network resources are apportioned according
to application request and subject to bandwidth management policy. Integrated services use an
explicit signalling mechanism from applications to network devices to reserve and release
resources in the network. The application requests a specific service level, for example, its
bandwidth and delay requirements. After the network devices have confirmed that it can meet
these requirements, the application is assumed to only send data that requires that level of
service.
Applications in an integrated services environment use the RSVP to indicate their requirements
to the network devices. The network devices keep information about the flow of packets, and
ensure that the flow gets the resources it needs by using appropriate queuing (prioritizing traffic)
and policing (selectively dropping other packets) methods. Two types of services provided in an
integrated services environment are as follows (Tavares, 2011):

i. Guaranteed Rate Service - This service allows applications to reserve bandwidth to

meet their requirements. The network uses Weighted Fair Queuing (WFQ) with RSVP to

provide this service.
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Controlled Load Service - This service allows applications to request low delay and

high throughput, even during times of congestion. The network uses RSVP with

Weighted Random Early Detection (WRED) to provide this kind of service.

Integrated services model provisions resources for network traffic and requires RSVP on all

network devices. This characteristic makes it not used currently as much as differentiated

services.

2.2.4.3 Differentiated Services Model

Differentiated services mechanism technique treats packets with different level of requirements

depending on their source, destination, and/or the kind of traffic they are carrying. To

accomplish this, packets are first divided into classes by marking the Type of Service (ToS) byte

in the IP header. A 6-bit bit-pattern, called the Differentiated Services Code Point (DSCP) in the

Internet Protocol version 4 (IPv4) ToS octet or the Internet Protocol version 6 (IPv6) traffic class

octets, are used as shown in Figures 2.1 and 2.2 respectively.
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(a) Version Four

(b) Version Six

Figure 2.1: IP Headers (Cisco Systems, 2006)
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Figure 2.2: Differentiated Service Code-Point Field (Cisco System, 2005)
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The network tries to provide the level of service based on the QoS defined in the header of each
packet. Packets are usually classified or marked by edge network devices according to previous
defined criteria such as source, destination, and kind of traffic. Classification and marking are the
fundamental bases of differentiated services as they help implement priority in the network. At
first, packet is identified and depending on that identification it is given priority over other
packets or different treatment from them.

The process of classification of packet is the process of analysing and sorting packets according
to their contents between different categories. It means that each packet is designate as belonging
to voice category, data category or multimedia category, etc.

Each category has different level of QoS requirements. Marking process will check the category
that the packet belong to and therefore put a mark or level of priority within the head of packet.
Packets belonging to voice categories can be marked as high priority because of their high QoS
requirement.

2.2.4.4 Implementation of Differentiated Services

The following actions are undertaken when implementing differentiated services and they

include classifying packet, marking, metering, and scheduling (shaping or dropping) of packet:

—>» Meter oo |

T

Packet ==—=3| Classifier p=—==—-> Marker =—--—3| Shaper/Dropper —=—>

Figure 2.3: Basic Differentiated Services (RFC 2474)
Traffic Classification: Traffic classification distinguishes one traffic type from another. The
process generates Differentiated Services Code Point (DSCP) for each packet, which identifies

all the future QoS actions to be performed on this packet. Packet classification involves using a
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traffic descriptor (such as packet source interface, packet destination media access control,
packet protocol type etc.) to categorize packet within a specific group and to make the packet
accessible for QoS handling in the network. Using packet classification, network traffic can be
partition into multiple priority levels or Class of Service (CoS). Traffic classification can be
achieved using either Access Lists (ACLs) or the match command. This describes how to set the
DSCP values when configuring QoS on a Cisco router. To create a traffic class, the class-map
command can be used. The syntax of the class-map command is as follows: class-map [match-
any | match-all] class-name no class-map [match-any | match-all] class-name

An ACL refers to rules that are applied to port numbers or IP addresses that are available on
a host or other layer 3, each with a list of hosts and/or networks permitted to use the service.
According to Shaikh and Harkut (2015), Access control lists ACLs method typically utilizes the
basic payload-based (based on port number, protocol, source address and destination address)
classification technique. Classification is on a per-packet basis. Packet-Based per Flow State
(PBFS) method is based on flows. A flow is defined as a sequence of packets from a sending
application to a receiving application. In this method, a table to track each session based on the
source address, destination address, source port, destination port, and the transport protocol is
maintained for each flow. Since a flow has multiple packets, once a packet is marked as
belonging to an application all subsequent packets in the flow need to be marked as such. For
example, in a typical VoIP call, H.323 is used for setting up the call and then RTP/RTCP is used
for carrying the actual voice traffic. Once a H.323 flow is identified and marked, subsequent
RTP/RTCP flows to the same source IP/destination IP pair are tagged with the same parameters.
The match-all and match-any keywords need to be specified only if more than one match

criterion is configured in the traffic class. The match-all keyword is used when all of the match
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criteria in the traffic class must be met in order for a packet to be placed in the specified traffic
class. The match-any keyword is used when only one of the match criterions in the traffic class
must be met in order for a packet to be placed in the specified traffic class. If neither the match-
all nor match-any keyword is specified, the traffic class will behave in a manner consistent with
match-all keyword.

Marking: Packet markers set the Differentiated Services (DS) field of a packet to a particular
code point, adding the marked packet to a particular DS behaviour aggregate. The marker may
be configured to mark all packets which are steered to it to a single code point, or may be
configured to mark a packet to one of a set of code points used to select a Per - Hop Behaviour
(PHB) in a PHB group, according to the state of a meter. When the marker changes the code
point in a packet it is said to have "re-marked" the packet

Implementing differentiated services QoS requires using the following markers for each packet
or frame transmitted (Cisco System, 2011):

i.  Type of service (applies to IP traffic)
ii.  Class of service (applies to Layer 2 traffic)

iii.  Differentiated Services Code Point (Applies to IP traffic)

Type of Service: The most common form of QoS marking present in IP networks today is the
use of the Type of Service (ToS) field. Interpreted by routers, the ToS field is a part of the IP
header and allows for a QoS marking to be applied on a per-packet basis.

Two subfields exist within the ToS field as shown in Figure 2.2 (a). The ToS subfield is not
used, with the precedence subfield being the only portion of the ToS field actually used today.
The IP precedence value is simply a 3-bit binary value, which in decimal terms represents a

value of 0 through 7. The value indicates the relative priority of the packet, with O representing
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the lowest priority and 7 representing the highest priority. Each priority level is also assigned a
name, for example, an IP precedence value of 6 that represents internetwork control traffic.
Class of Service: Class of Service (CoS) refers to the marking of Layer 2 frames that indicates
the QoS requirements of the frame. CoS is required for Layer 2 devices to apply QoS within a
Layer 2 network if Ethernet is considered the Layer 2 technology. A CoS field is created on
tagged traffic, where the tag is primarily used to identify the VLAN that the tagged frame
belongs to. Two major tagging techniques (trunking protocols) are supported by Cisco switches
today—IEEE 802.1Q and ISL.
Differentiated Services Code Point: The IP precedence marking mechanism provides up to
eight different indications of QoS. Eight levels of QoS are not sufficient for many large
networks, thus resulting in scalability issues. Recently, the IETF has developed a new standard
as highlighted in RFC 2474 that defines a differentiated services (DS) Field that obsoletes the old
ToS and precedence fields and uses the first six high-order bits (up to 64 levels of QoS) for QoS
marking. The value defined in the DS Field is known as the DSCP and is designed to be
backward compatible with older routers that only understand IP precedence.
In the differentiated services model, each device that can provide QoS is able to provide PHB for
different classes of traffic. The PHB is simply the way in which the queuing and scheduling
mechanisms on a forwarding device are implemented for a particular class of traffic.
Differentiated services-compliant networks support the following PHBs (RFC 2474):

i.  Default PHB: Defined in RFC 2474, this defines that traditional best-effort service (first-

in, first-out) should be applied. RFC 2474 states that a DSCP value of 0 should be used to

indicate that the default PHB be applied to a packet.
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Class-Selector PHB: Defined in RFC 2474, this is used to preserve backward
compatibility with IP precedence, by setting the three low-order bits to 000 (DSCP values
are in the format xxx000, where xxx is equivalent to IP precedence). With this PHB,
forwarding devices must apply queuing and scheduling in the same fashion as IP
precedence is applied. For example, a packet with a DSCP value of 111000 (equivalent
IP precedence of 7) is provided preferential treatment over a packet with a DSCP value of
101000 (equivalent IP precedence of 5).

Expedited Forwarding PHB: This PHB is designed for applications that required
guaranteed bandwidth, low latency, and low jitter, such as voice and video. To provide
this service, a forwarding device will typically place packets into a priority queue that is
serviced before any other queues. RFC 2598 defines a DSCP value of 46 to indicate that
the expedited forwarding PHB is required.

Assured Forwarding PHB: Defined in RFC 2597, this defines four classes of traffic
called AF1, AF2, AF3 and AF4, each of which can be assigned a different level of QoS.
For example, a forwarding device might allocate 10%, 20%, 30% and 40% of a link
bandwidth to the AF1, AF2, AF3 and AF4 classes, respectively. Within each class, three
sub-classes exist (AFx1, AFx2 and AFx3), with each sub-class defining a relative drop
precedence, which is used to determine which packets should be dropped first if a queue
is full. For example, in the AF3 class, traffic assigned to the AF33 sub-class will be
discarded before traffic in the AF32 sub-class, which in turn will be discarded before

traffic in the AF31 sub-class
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Table 2.2: IP Precedence and DSCP Backward Compatibility (Cisco, 2011)

Drop Precedence Class 1 (AF1) Class 2 (AF2) Class 3 (AF3) Class 4 (AF4)
Low Drop AF11 AF21 AF31 AF41
Precedence DSCP =10 DSCP =18 DSCP = 26 DSCP = 34
Medium Drop AF12 AF22 AF32 AF42
Precedence DSCP =12 DSCP =20 DSCP =28 DSCP = 36
High Drop AF13 AF23 AF33 AF43
Precedence DSCP =14 DSCP =22 DSCP =30 DSCP =38

In Table 2.2, each class of traffic is allocated a specific amount of bandwidth; for example, class
1 might be allocated 10% of the available bandwidth, whilst class 4 might be allocated 50% of
the available bandwidth depending on the level of importance and network resource demand of
each class. Within each class, if the queue that services the class becomes full, packets are
discarded according to their drop precedence. For example, packets with a DSCP value of 10, 12,
or 14 are assigned to class 1. If the queue in which these packets are placed into is full, packets in
the class with high drop precedence (for example, AF13 or DSCP 14) are discarded first, before
packets with medium and low drop precedence.

Metering: Traffic meters measure the temporal properties of the stream of packets selected by a
classifier against a traffic profile specified in an agreement specifying classifier rules, agreement,
and any corresponding traffic profiles. They are responsible for metering, marking, discarding,
and /or shaping rules which are applied to the traffic streams selected by the classifier. A meter
passes state information to other conditioning functions to trigger a particular action for each
packet which is either in- or out-of-profile (to some extent).

Shapers: Shapers delay some or all of the packets in a traffic stream in order to bring the stream
into compliance with a traffic profile. A shaper usually has a finite-size buffer and packets may

be discarded if there is no sufficient buffer space to hold the delayed packets.
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Droppers: Droppers discard some or all of the packets in a traffic stream in order to bring the
stream into compliance with a traffic profile. This process is known as "policing” the stream.
Note that a dropper can be implemented as a special case of a shaper by setting the shaper buffer
size to zero (or a few) packets.

2.2.4.5 Analysis of Assured Forwarding

Nguyen et al., (2000) presented the assured forwarding analytical approach as an N drop-
precedence threshold dropping queue with Poisson arrivals case, an extension of Bolot et al.,
(1999) loss probability and expected delay calculations for AF mechanisms.

In an N drop-precedence threshold queue as shown in Figure 2.4, there are N flows (each flow
corresponds to a level of drop precedence) arriving at the queue. A packet is discarded at its

arrival when its corresponding buffer threshold has been reached or exceeded.

Threshold N Threshold k Threshold 0

Flowl —vW
Flow?2 —> —

FlowN —

Figure 2.4:Threshold Dropping Queue of N Drop Precedence (Nguyen et al., 2000)
Introducing the following terms (Nguyen et al., 2000):

i.  The arrival rate of the i"" priority flow is 4.
Ii.  The packet service times are exponentially distributed service times with mean I/p.
iii.  The loads of the i priority flow and the aggregation are p; and p, respectively
iv.  The buffer threshold of the i™" priority flow is L;, packets (L, is 0)
v. At steady-state, the probability that there are n packets in the system is 71(n)
vi. a(n) is the acceptance probability of a packet which arrives to the queue with n other
packets already in the system
vii.  a(n) is the acceptance probability of an i priority packet which arrives to the queue
seeing n other packets already in the system. For a threshold queue, this probability can

be determined as(Nguyen, et al. 2000):
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a(m={oif 1,24 (2.1)

viii.  pj is the ratio of the i" priority flow’s load to the overall load. Hence, p; is the ratio of 4,
over the sum of all arrival rates.
It is important to notice that the lower the drop precedence of a flow, the higher the priority of

the flow (for example the first priority flow has the lowest drop precedence and a buffer
threshold of Ly, which is the buffer size of the queue). From the definition of a(r) and o;(n)
(Nguyen et al., 2000):

a(n) = X piog (n) (2.2)

Pi +...+ Pyif n<lrLi
Po+..+Py if Li<n<l;

W)= b b Py i Lxa<n<li (2.3)
Py it LyiSn <Ly
0 if LN =n

It can be seen that this threshold queue can be modelled as a birth-death process. Packets receive
at the queue for processing can be referred to as birth process and the packet served and
transmitted away from the queue is referred to as death process. For a state n, the birth rate is
p*p*a(n) while the death rate is p. The steady-state distribution of buffer content is (Nguyen et
al., 2000):

1(n) = M(0)p" [Ty (D) (2.4)
With the probability that the buffer is empty, T1(0) is given as:

1 = [£i, o i e @] (25)

N(0) = [1+ T [TIZhp; + -+ pu)M ™M S (o + -+ p)¥1] (26)
From (3.3) and (3.4), I1(n) becomes:
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M(n) = 1) [ pi] ™7 [Ep] " if Lca<n < L @7)
The loss probability of the i priority flow is determined as (Nguyen et al., 2000):

Loss; = 1- YiN  T(n)ai(n) (2.8)

Clearly, when a packet arrives at the queue which already has n packets, it has a delay of n
packets service times plus its own service time. Therefore, the mean delay of the i priority flow

(excluding rejected packets) is (Nguyen et al., 2000):

13V D)

Delayi= - — 2.9
y B folol”(n) (2.9)

Resolving the following Yl + DI () and 22V 11(n) in term of p (loads priority flow)

n=0 n=0

i - Ly—Ly_p sk —Ly-1
1 1+2;<=1[H}k=01(ﬂj+'“+/3n)] bW (pj+-~-+pn)K]]
Delay; = o - = T T p
1+Zi=1[nj=1(/3j+"'+l)n) XK =1 (pj+-+pn)t]

(2.10)

From equation (2.9) and (2.10), the mean delay of the i™ priority flow is affected by the packet

service time 1/u and delay of n packets service times at the queue which already has n packets.

2.2.4.6 Limitations of Differentiated Services Architecture
The differentiated services model as define in RFC 2474 has the following limitations

i.  Packet can be processed and eventually dropped during the last process of scheduling and
queuing if the threshold of the queue is exceeded, which result to added delay for
incoming packet due to the processing time of packets that are eventually dropped
(Headquarters 2003).

ii.  Differentiated services model do not cater for the changing demand for network resources

by various network traffic
To address these limitations of the differentiated services model, an admission controller is
proposed to drop packet early if accepting the packet will eventually cause threshold of queues to

be exceeded during the process of queuing and scheduling. The admission decision is based on
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the comparison of the available and the requested resources to ensure that only packet that will
be accepted by the scheduling and queuing systems will be accommodated and process by the
network. However, only high priority packet achieves highest possible loss protection over

others.

2.3 REVIEW OF SIMILAR RESEACH WORKS

The review of research works conducted by other researchers in the areas related to this proposed
work provides the background knowledge of establishing the basis for the approach taken to
resolve delay and delay variance of CAN network. Considerable work has been done by many
researchers in developing QoS architectures, mechanisms, and queuing disciplines to improve
transmission of interactive and multimedia applications on IP networks. The key ones are
critically reviewed as presented hereunder:

In their work to improve measurement based classification of traffic for QoS guarantees to traffic
from different applications, Roughan et al., (2004) developed a traffic classification scheme to
give priority to delay sensitive traffic. The develop scheme classify traffic based on the way in
which an application is used rather than the measurement based automated CoS mapping. The
developed traffic classification scheme was able to classify a new application, for which they did
not have any specific training data, except from similar applications in the same class. However,
added complexity in the traffic classification scheme which will require more network resources
and the inability to significantly address the traffic delay need of interactive and multimedia
application is the drawback of the work.

Bhakta et al., (2011) developed differentiated service architecture for QoS support and routing
for delay-sensitive and best-effort services in IEEE 802.16 mesh network. They developed new

cross-layer routing metric, namely, Expected Scheduler Delay (ESD) using efficient distributed
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scheme to calculate ESD and routed the packets using source routing mechanism. This scheme
was capable of differentiating between delay sensitive and best-effort traffic and routed packets
accordingly. The work was able to establish that ESD metric was better compared to hop count
metric in terms of delay for the service model that contained both delay sensitive and best effort
service. The issue with this work was added complexity in routers designed for the routers to be
able to calculate ESD and routed the packets using source routing mechanism and that the level
of improvement of the architecture depended on how the expected scheduler delay performed.
Olawoyin et al., (2011) presented queue management and scheduling in network performance,
by analysing the performance bottleneck of different queuing policies. They proposed the use of
Active Queue Management (AQM) to replace drop-tail queue management in order to improve
network performance in terms of delay, link utilization, as well as packet loss rate and system
fairness. The work showed that AQM improved network performance by reducing packet loss
rate. Their work indicated a major drawback of added complexity in queuing management and
scheduling mechanism for it’s to be able to efficiently manage and schedules traffic to their
respective queues.

Baswaraj and Tomar, (2011) worked on modelling packet switched network over TCP/IP to
achieve reduction of end to end delay and packet loss rate of packet. The works suggested
modified routing to reduce congestion by developing network architecture and an algorithm
called Core-Stateless Fair Queuing (CSFQ). The developed architecture significantly reduced the
implementation complexity of Fair Queuing (FQ) algorithm and still achieved approximately fair
allocations of congestion control. The developed model reduced the chances of tail drop by
selectively dropping packets when the output interface began to show signs of congestion. By

dropping some packets early, rather than waiting until the buffer was full the model avoided
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dropping large numbers of packets at once. Their challenge was the inability to address the
network need of delay sensitive data.

In their work to improve transport-layer performance in order to improve the transmission of
interactive traffic across a network, Cai et al., (2011) developed packet pacing as an alternative
that changed traffic characteristics favourably by adding intentional delay in packet
transmissions. They presented a Queue Length Based Pacing (QLBP) algorithm that paced
network traffic using a single queue, which could be implemented with small computational and
memory overhead. Results showed that, pacing improved transport layer performance, providing
a trade-off where small amounts of additional delay could significantly increase connection
bandwidth. The problem of their research was an increase of the overall transmission delay
which was not good for real-time and other multimedia traffic.

Zheng et al., (2012) In their work to address the issue of limited available resources and degree
of traffic aggregation at the radio access level of a IEEE 802.11 WLAN, which render the
differentiated services principles less effective and affect the transmission of delay sensitive
traffic, implemented a hybrid QoS architecture framework. The developed hybrid QoS
architecture ensured that session-based applications were admitted according to the traffic profile
they require and Fair Intelligent Congestion Control (FICC) algorithm was applied to provide
fairness among traffic aggregates and control congestion at the bottleneck interface between the
wireless link and the network core via mechanisms of packet scheduling, buffer management,
feedback, and adjustments. Added complexity in buffer management and packet scheduler so as
to be able to provide fairness among traffic aggregates and control congestion at the bottleneck

interface are the disadvantages of this work.
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In their work of comparing traffic conditioners to manage throughput, packet loss and delay of a
network, Kaur et al., (2012) designed ways of choosing the best traffic conditioner to apply
from source to destination pair so that QoS could be guaranteed. Traffic classification and traffic
conditioning were important functions of differentiated services also known as admission
control. There was no convincing evidence to suggest that the choice of traffic conditioner
affected a source’s achieved rate, which was the major limitation of this research

Sonawane and Varalaxmi, (2013) developed an application that would improve performance of
the network by controlling packet loss using techniques to control network congestion. They
implemented the Stable Token-Limited Congestion Control (STLCC) mechanism for controlling
inter-domain congestion and improved network performance. The results revealed that the
application was able to control network congestion by controlling packet loss, thus improving the
performance of the network. The work did not consider packet delay which was also a key
network performance indicator and this was a setback in this study.

Mukherjee and Khanna, (2013), in their work of developing a scheduling discipline for
resources allocation to improve the QoS for any network carrying various types of traffic,
evaluated the performance of First-In-First-Out (FIFO), Priority Queuing (PQ), and Weighted
Fair Queuing (WFQ) scheduling discipline. The work was able to establish that WFQ when
merged with DSCP was a better method of queuing. This work can be improved by addressing
the issue of packet end to end delay, which was the major limitation of their work.

In his work based on modelling and analysis of the performance of networks in finite-buffer
regime, Torabkhani, (2014) presented the effects of finite buffer sizes on the throughput, packet
losses, and packet delay in different networks. They used the established effect of finite buffer

sizes to analytically characterize network throughput, packet losses, and packet delay to estimate
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and model the performance measures of a network. The work capture the vital trends of the
network, yielded better estimates of the throughput, packet losses and delay performance
measures. The work also established that finite-buffers created dependencies which could not be
captured directly using the classical queuing theoretical models. However, large buffers had an
adverse effect on the latency, which was the regret in this research.

Dantas et al., (2014) designed a differentiated service methodology that implemented
constrained resource allocation according to demand’s priority level for wavelength division
multiplexing networks. The differentiated services mechanism higher priority connections were
guaranteed a larger amount of resources and still, lower priority demands were guaranteed a
minimum level of service. The problem of their research was an increase of the network control
complexity in terms of network scheduling and queuing mechanism.

Liu et al., (2014) presented an approach of traffic engineering with Forward Fault Correction
(FFC) in a network to promote the transmission of multimedia traffic. By developing FFC using
sorting networks, a proactive approach for handling network faults, such as link failures and high
switch configuration delays were implemented. The work showed that with negligible loss in
overall network throughput, FFC could reduce data loss by a factor of 7-130 in well-provisioned
networks and reduce the loss of high-priority traffic in well utilized networks. The limitation of
their work was evident in the increase design complexity of routers, which need to infuse FFC
mechanism in the router design.

Wan, (2015), in his work to develop a multiple video streaming priority based enhanced
schemes using standard differentiated services architecture, evaluate the performance of standard

differentiated services architecture and two developed priority based enhanced schemes namely,
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Inner-Priority (IP) based scheme and Cross-Class Priority (CCP) based scheme. The work was
able to establish that IP based scheme outperformed CCP based scheme and standard
differentiated services in reducing packet loss rate and bandwidth utilization. However, the work
did not consider the effect of packet end to end delay which is the restriction of their endeavour.
Packet delay affects QoS of streaming packet.

2.3.1 Summary of Literature Review

Based on all literatures reviewed, it is ascertain that conventional packet network cannot
guarantee QoS for the transmission of delay sensitive traffic, there is need to develop QoS
architecture to guarantee good QoS for interactive applications on networks. The review has also
given a lead way of the work by other researchers to resolve the issue related to transmission of
delay sensitive traffic across a network, problems encountered, and their solutions to different
related issues on QoS. From the knowledge gained, the approach of enhancing the differentiated

services architecture will guarantee good QoS for interactive applications on CAN.
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CHAPTER THREE
MATERIALS AND METHODS
3.1 Introduction

This chapter focuses on development of an enhanced differentiated services model solution.
Differentiated services model solution is highlighted and addressed in the development of the
enhanced differentiated services architecture for improved performance. Performance analysis
through simulation of best-effort and developed differentiated services model solutions are
presented along with their simulation setting and the data flow diagram. Finally application and
validation of the Enhanced differentiated service model was presented.

3.2 Implementation of Differentiated Services Model Solution

This section describes how to implement differentiated services model as defined in RFC 2474.
Differentiated services QoS allows for the selection of specific network traffic such as delay
sensitive traffic, prioritizing it according to its relative importance and giving it preference over
others.

Developing differentiated services model involves expanding on the basic differentiated services

model shown in Figure 3.1

In profile or

Policing Out of profile‘ Marking -~ Queuing and
i | scheduling

Classification | Generate DSCP

Figure 3.1: Basic Differentiated Services Model (RFC 2474)
Classification: Packet classification is implemented by configuring and defining the DSCP for
each application using the traffic descriptor such as Packet source interface, packet destination
Media Access Control, packet Protocol type of each traffic (for this research packet destination is
used). Using packet classification, network traffic is partition into multiple priority levels or CoS.
Policing: Packet monitoring and policing are implemented by defining and specifying policy

details (Bandwidth, Peak information rate etc) for each DSCP, using the IP QoS parameters
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attribute of the router. Monitoring involves, comparing DSCP to the configured policies and
determines if the packet is in profile or out of profile.

Queuing and Scheduling: To determine into which of the queues to place the packet, based on
the CoS, mechanisms in the routers involve schedulers are used. For this work WFQ and RED
buffer management algorithms are used.

To address these limitations of the differentiated services model, an admission controller is
proposed to drop packet early if accepting the packet will eventually cause threshold of queues to
be exceeded during the process of queuing and scheduling. The admission decision is based on
the comparison of the available and the requested resources to ensure that only packet that will
be accepted by the scheduling and queuing systems will be accommodated and process by the
network. However, only high priority packet achieves highest possible loss protection over
others.

3.2.1 Implementation of Enhance Differentiated Services

This section describes how to implement the enhanced differentiated services model. The logical

view of the architecture is shown in Figure 3.2

Generate In profile or

DSCP | PacketAdmission | || pgjicjes |Outofprofile| \arking || Queuingand

Classification > .
Controller scheduling

Figure 3.2: Proposed Enhance Differentiated Services Model
The improvement of the proposed enhances differentiated services Model over the differentiated
services Model, is the inclusion of admission control. The admission control is to ensure that
only packet that can be accommodated and processed by the network is accepted after the packet
is classified, thereby avoiding the situation in which packets are processed and eventually drop

during the last process (scheduling and queuing). Also packet admission control regulates and
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prioritizes the acceptance of packet into the differentiated services domain which caters for the
changing demand of the network resources by various class of traffic.

3.3 Simulation of Best-Effort and Developed Differentiated Services Model

Each of the differentiated services and best-effort solutions are modelled using the OPNET
simulator. The methodology adopted in this modelling and simulation is presented below:

Stepl. Create a project

Step2. Create a baseline scenario
Step3. Develop architecture using topology diagram of ABU network shown in Figure 1.1
Step4. Import or create traffic

Step5. Choose statistics to be collected
Step6. Run the simulation

Step7. View the results

Step8. Duplicate the scenario

Step9. Configure other architecture
Step10. Re-run the simulation

Step1l. Compare the obtained results

Steps for settings up simulation for each model solution include:

File — New — Project —Ok

Scenario name = ‘enter scenario name’ —»Ok

Initial Topology = create empty scenario —» Next

Network Scale = campus —» Next

Select Network Technology = do not select any —»Next

Set Preview — Finish

Setup Network

Run Simulation =DES —»> Configure/Run Discrete Event Simulation

View Result = DES —View Result —»Global Statistic —%oice —Packet end — end delay

3.3.1 Best-Effort Network Service Model Simulation

The best-effort services model network simulated scenario is setup to determine how the network

handles large internet traffic without any special QoS implemented.
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Figure 3.3: OPNET Simulation of Best-Effort Services Model Internet Network
The best-effort services model was setup based on topology diagram of ABU network shown in

figure 1.1. Network Equipment where implemented on the OPNET simulator as it is on the
topology diagram of ABU network, with the exception of the mikrotik exterior router where
Cisco 7204 router was adopted for the simulation. Other equipment on the network include Cisco
6500 router used as core switch and Cisco 2911 router as internet interior gateway, Figure 3.3
shows the simulated scenario of the best-effort services model.

Application definition and profile definition tools were used on the OPNET simulator to set and
define applications and profile of users on the network. The applications defined includes; Http
Ftp, Database, email, files sharing, video conferencing and voice over IP. Three users profile

were define and configure, which include Group 1 profile which run applications such as Hittp,

51



ftp, email and file sharing, Group 2 profile run video conferencing, file sharing and emails while
Group 3 profile run voice call, Http, file sharing and email applications.
3.3.2 Differentiated Services Models Simulation

Differentiated services model was setup using the simulation setting of the OPNET simulator.

File Edit View Scenarios Topology Traffic Protocols DES Windows Help
' ProjoctTooIﬁlr [ = | !

EREEE I APe R I N
|

1]
LN
&

]

S Cantinumsd an. sl fesl o ne

Figure 3.4: OPNET Simulation of Differentiated Services model
Applications and users profile definition of best-effort services model simulated scenario were
maintained, devices and links where configured and enable with differentiate services QoS.
Figure 3.4 shows the simulated scenario of differentiated services model. To implement the
differentiated services scheme in routers and other devices we modify existing OPNET model of
routers, because most components needed for our differentiated services-enabled router exist in

the Cisco 7204 and other router models used for this work.
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Traffic Classification (Assign
DSCP to traffic type)
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Configure policy for DSCP

v

Check if packet is
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Determine which DSCPs are mapped to each threshold |
Read the DSCP - to — threshold map

4

Are threshold
beina exceeded

Put packet in the specified queue for
onward forward treatment

Drop packet

Figure 3.5: Flow Chart of OPNET Implemented Differentiated Service Model

To implement the differentiated services scheme on the routers, the IP QoS process model was
modified, enable and configured with differentiated services so as to handle and give priority to
some classes of traffic. The flow chart for the implemented differentiated services model is

shown in Figure 3.5.
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Packet Classification: The packet classification is implemented by configuring and defining the
DSCP for each application using the application definition tool of each traffic generator on the

OPNET simulator as shown in Figure 3.6.

L Project: Research. ABU TestCase Scenerio09 Scer
File Edit View Scenarios Topology Traffic Protocols DES Windows Help

(Http] |
T ] (Applicati Eahie

Type: |uh|ﬂ)'
| e " Type of Service (ToS)
Number of Rows IB&d Eifort (1)
B Hitp I Delay
i Name I~ Throughput

© Description [T Beliability
- Custom
sk (@ Differentiated Services Code Poirt (DSCP)
- Email
- Fip EF _'!
- Print —— AF12
- Peerto-peer File Sharing| o AF13 or DSCF)
.- Remote Login AF21 3
- Video Conferencing AF22
- Video Streaming
 Voice AF23
- AF32
Edended .Anrs] Model Details | Object Docu. AF33

AF41

@

PPN

Look in:
@ Subsiring l‘g%almes B Adyance
s Substrin alues
(" RegEx | Possible values I™ Zpply to selected objects

Figure 3.6: OPNET Simulator Configuration of Packet Classifications
Http was classify with DSCP of AF33, Ftp with AF32, Database with AF31, email with AF13,
files sharing with AF12, video conferencing with EF and voice over IP with AF43
Packet monitoring and Policing: After a packet is being classified, is monitored and policed

according to the class it belongs, it is schedule and queued for onward forwarding. Packet
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monitoring and policing are implemented by defining and specifying policy details (Bandwidth,
Peak information rate etc) for each DSCP, using the IP QoS parameters attribute of the router on

the OPNET simulator.

H Deniact: Rocparrh AR Te<iCace Sconenna Seonana srpnarnd 1Sihnet: tan Camnis Non
Project: Research_ABU_Tes:Case S 1009 S 701 [Subnet: top Campus

File  Edn  View Scenatius  Topoldgy Tialfe Fioncels DES Windows Help

Nety

W Adewroed
I &y to sedected chyects

mo.o colem — i} 14 ok | _omes |
Figure 3.7: OPNET Simulator Configuration of Packets Monitoring and Policing

The monitoring which depict decision box 1 and box 2 on the flow chart was implemented on the
exterior router by defining under the IP QoS parameters attribute, action to be taken for conform
and non-conform packet. How to setup policy is shown in Figure 3.7.

Packet Routing and Forwarding: After classification and conformance check, the packet enters
the regular IP forwarding process, which is implemented at Core Switch. Packets are forward
based on the routing algorithm used, for our network it is the Open Shortest Path First (OSPF).
Packet Scheduling Mechanisms: The QoS mechanisms in the routers involve schedulers, for
this work WFQ and RED buffer management algorithms, were configured using the QoS

attribute setting of the interior gateway router to schedule each traffic class.
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3.3.3 Enhanced Differentiated Services Network Models Simulation
The Enhanced differentiated services model was setup using the simulation setting of the
OPNET simulator. Application and users profile definition of best-effort services model

simulated scenario were maintained.

File Edit View Scenarios Topology Traffic Protocols DES Windows Help

m Project Toolbar [ x |
NSEa N HE 0 29 =
3 [E

Figure 3.8: OPNET Simulation of Enhanced Differentiated Services Model
Differentiated services QoS was configure and enable as was done setting-up for differentiated
services model, with the addition of admission control to ensure that only packet that can be
accommodated and process by the network is accepted into the network. Figure 3.8 shows the

simulated scenario of the Enhanced differentiated services model.
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Figure 3.9: Flow Chart OPNET Implementation of Enhanced Differentiated

The flow chart of OPNET implementation of enhanced differentiated services model is shown in
Figure 3.9.

Implementation of Admission Control: The admission control was implemented by
configuring queuing fill level range and it drop probability range of QoS mechanisms in the
traffic generators connected to the exterior Gateway router. Only traffic that can be handled by
the router is admitted, and those packets such as video conferencing that are delay sensitive are

given priority over other during the dropped process.
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Figure 3.10: OPNET Simulator Setting-up of Admission Control

This was achieved as shown in Figure 3.10, by setting the queue filled level and it drop
probability range such that non delay sensitive packet (email, file sharing etc) are dropped before
delay sensitive packet (video-conferencing and voice streaming) to ensure QoS guarantee for
delay sensitive packet and also because non delay sensitive packet can be retransmitted if a
packet is drop before its destination. For this work, queue fill level and it drop probability range
for data applications are (25%-0.5, 50%-0.6 and 75%-0.8), videoconferencing is (25%-0.1, 50%-
0.1 and 75%-0.1) and for voice is (25%-0.4, 50%-0.3 and 75%-0.1). Queue fill level indicated
the ration of packers in a queue against the size of queue (the total packet a queue can take at a
time). While drop probability implies drop preference of packets in case the queue cannot
accommodate the total packet in the queue. An application with high drop probability is dropped

before an application with low drop probability.
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3.4 Application and Validation of Enhanced Differentiated Services Model

This section presents the validation of the developed enhanced differentiated service model with
existing differentiated service model and its application on live routers. The area of validation
considered here is the improvements in reduction of delay by the developed enhanced
differentiated service model on the test-bed network develop for the validation. To demonstrate
this, each of the differentiated services and best-effort services solutions modelled using the
OPNET simulator were adopted and configured on live routers and switches. Figure 3.11 shows
the topology of the developed test bed adopted for the validation. Figure 3.12 presents the picture
of the test-bed used for the validation in Mamman Kontagora Computer Laboratory (MKCL) of

the Department of Electrical and Computer Engineering, Ahmadu Bello University, Zaria.

Host_Computer_1

Internet ‘
e oA (xterbr Router Core_Switch lntemr Router Distribution_Switch =
—
P —
Host_Computer_2
- ~

Figure 3.11: Validation Test-Bed Topology

Cisco 2911 routers and Cisco catalyst 2960 switches were used for the setup of the validation
test-bed. The Internet traffic coming into the MKCL was used as input traffic for the validation.
Two Cisco catalyst 2960 switches were configured and used one as policy switch connecting the
exterior router with the core switch and the other configured as distribution switch. The switch
situated at the laboratory was adapted as public switch connecting the test-bed network through
the exterior router with Internet traffic. Three Cisco 2911 routers were configured and used as

exterior, core switch, and interior router.
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List of Devices

a - Exterior Router (Cisco 2911 Router)
b - Core Switch (Cisco 2911 Router)

¢ - Interior Router (Cisco 2911 Router)
d - Policy Switch (Catalyst 2960 switch)
e - Distribution Switch (2960 switch)

f - End Device (HP Laptop Computer)

g - End Device (HP Laptop Computer)

Figure 3.12: Validation Setup at MKCL

Two computers were used as end devices one running data and multimedia streaming (live
streaming of Channels New and file download), the other computer was running video streaming
(Streaming Skype). Best-effort, differentiated services, and enhanced differentiated service
model were separately configured on the test-bed setup and at each instant the time of processing
a packet and the processed time of each packet across the setup are determined using Wireshark
network analyser. This was done to determine the packet delay, of the three QoS models.

3.4.1 Best-Effort Service Model Validation

Setting up best-effort services model was achieved by configuring the validation setup without
QoS, configuration on routers of best-effort services model on the test-bed setup is illustrated on

Appendix 1
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Figure 3.13: Screenshot of Best-Effort Delay Obtained using Wireshark

Figure 3.13 shows the screenshot of delay, time of processing packet and the processed time of
packet etc across the test-bed. The first column shows the packet number which help in
identifying packets analysed by the Wireshark network analyser. The second, third, sixth and
seventh column indicate the protocol, the source, the length and destination of the packets
respectively. The fourth column register the time a packet is processed, which is a measure of the
total time it takes to process a packet from source to destination. The fifth column indicates
delay, which is the processing time of the network (the actual time it takes the network to process
packet but not including the time it takes the packet to wait for network resources)

3.4.2 Differentiated Services Model Validation

Validation of the differentiated service network model was achieved by configuring the
validation setup with differentiated service. The exterior router was configured to classify and
policy traffic based on source information of each application, the core switch was configured to

mark traffic, while the interior router was configured to schedule the traffic. The configuration
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on routers of differentiated service network architecture on the test-bed setup is illustrated in

Appendix II.
e rweyton oGt ]

N tdt Vew O Coptaw  Arslpn  Satetxs  Whphory Weesse Tooe  tep
= aaan

ot SLEE P LR

IS s 4 winieoMm
155,026018 90027000
15027952 90071008
150 106654 @ g ko

Prame SI719: %4 Gytex on wire (431 bita), 34 bytes captured (432 bits) on interface ¢
Ethernet 11, %ect SREL W8 et (854119 d0teif2), Dsts ebichidad (Mile (efich 9naf i 1e)
Ietwerwt Frotocel Wersdon 4, Sec: $92.368.42.20, Sat: 41.200.75.79
# Trorambssin Conteal Protocel, SoC Rorts S5m0 (33430), 05t Ports 82) (483}, Seq) B977, Acks 712, Len) @
Scurce Part: SMMM
F— »

Wi 4k cr 1200 00 5 W 0 ek
o ch o3 24 1t 39 dc (8- F N
CLOT DN s I8 %8 18 w0 »

..

@ 7 Lecal 2rme Cowwthon T dhve cmt v oeagene Pedrht 0100 Daglered: 20100 | 200 0%

e 8 9 8

Figure 3.14: Screenshot of Differentiated Services Data Obtained using Wireshark

Figure 3.14 shows the screenshot of delay, time of processing a packet and the processed time of
packet obtained from the test bed after configuring the devices with differentiated service model.
3.4.3 Enhanced Differentiated Services Model Validation

The validation of enhanced differentiated service network model was achieved by configuring
differentiated service architecture and then setting up an admission control on the exterior router.
The admission control was to ensure that only packet that can be accommodated and processed
by the network was accepted. The exterior router was configured with admission controller, to
classify, and to policy traffic based on source information of each application. The core switch
was configured to mark the traffic. The interior router was configured to schedule the traffic. The

steps taken to configure admission control are detailed in Table 3.1.
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Table 3.1: Configuration Detail of Service Group Admission Control on a Router

Steps | Command or Action | Purpose

Step 1 enable Enables privileged EXEC mode

Step 2 configure terminal Enters global configuration mode

Step 3 cable application-type n include For service class parameters, this command variation
service-class service-class-name applies a service class name to the service flows, and

applies corresponding QoS parameters.

Step 4 cable application-type n name Assigns an alpha-numeric name for the specified
bucket-name bucket

Step 5 admission-control  application- Enables SGAC checking for the specified application-
type n ds-bandwidth pct type

Step 6 Ctrl-z Returns to Privileged EXEC mode.

Configuration on routers of enhanced differentiated service network architecture on the test-bet

setup is illustrated in Appendix I11.
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Figure 3.15: Screenshot of Enhance Differentiated Services Delay Obtained using Wireshark

Figure 3.15 shows the screenshot of delay, time of processing a packet and the processed time of
packet obtained from the test bed setup after configuring the devices with enhanced

differentiated service model.
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CHAPTER FOUR
RESULTS AND DISCUSSIONS

4.1 Introduction

The network service models were implemented and simulated using OPNET simulator in order
to establish how viable the work is. This chapter presents the analysis of the results obtain of
simulation of the three services model and the results obtain using the develop test bed for
application and validation of the three services model.

4.2 Analysis of Results and Data Obtained using OPNET Simulator

OPNET simulator is capable of generating plots from the simulation performed, and this is
achieved using the following commands:

DES — Results —View Results (Enter)

The plots of end to end delay obtained for best-effort, differentiated and enhanced differentiated
services model are shown in Figure 4.1 to Figure 4.5. The horizontal (X) axis indicate the

simulation time in seconds while the vertical (YY) axis indicates the packet delay time in minutes.
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Figure 4.1 shows a plot of packet end to end delay in seconds generated after configuring best-
effort services model on the OPNET Simulated network. The plot which is a scatter plot
indicates packet end to end delay of events (i.e. transmission of a packet from source to
destination) at various instants of time from 00s to 600s (indicated on the plot as 0 minutes (m) O
second(s) to 10m 0s). The packet end to end delay is dependent on the processing time of the
network and the time taking in processing other packets in the network before the packet to be
processed. Hence the plot of the packet end to end delay reflected the processing time of the
network and the time wasted in waiting due to lack of network resource to process the packet.
The peaks in delay on the plot such as time 90s, 145s and 255s (indicated on the plot as 1m 30s,
4m 45s, and 4m 15s) are times of high congestion at the interfaces of the network during the
simulation since the processing time and the traffic coming into the network varies depending on

the number and nature of application running on the network at any given time.

Delay
(Seconds)

!-!'l li S §EE3IsFEzz=IsEREE

lh e W W el B B R e R R ek e b A et e M O e e
Simulation Time (Minutes)
Figure 4.2: Delay of Differentiated Services Test Scenario

v

Figure 4.2 shows plots of packet end-to-end delay generated after configuring the OPNET
Simulated network with differentiated services model. The plot is a scatter graph; the value of
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end to end delay in seconds on the plot indicates the level of congestion at the interfaces of the
simulated network with differentiated services QoS configured.
The plots of packet end-to-end delay shown in Figure 4.3, is generated from the OPNET

Simulated network after configuring it with the developed enhanced differentiated services

model.
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Figure 4.3: Delay of Enhanced Differentiated Services Test Scenario

The plot indicates the packet end-to-end delay at instants of time during the simulation of

enhanced differentiated services model.
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Figure 4.4: Delay of Enhanced, Differentiated Services and Best-Effort Test Scenario

Figure 4.4 shows overlaid plot of best-effort, differentiated services and enhanced differentiated
services network scenarios of packet end to end delay at various simulation times. The plot in
green indicates the packet end to end delay of enhances differentiated services, the plot in red
indicates the packet end-to-end delay of differentiated services, and the plot in blue the packet
end to end delay of best-effort at various simulation time. The actual packet end-to-end delay and
the rate of fluctuation of the packet end-to-end delay at some instant of time reduces for the plot
of differentiated services when compared to the best-effort test case and for the plot of the
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enhanced differentiated services when compared to the differentiated services and best-effort test

case. These are indications of the level of improvement achieve by the implementation of

differentiated services and enhanced differentiated services.

Table 4.1: Delay Time of Best-Effort, Differentiated, and Enhanced Differentiated Services Model

Simulation Time

Delay Best-Effort

Delay Differentiated

Delay Enhance Differentiated

(Seconds) (Seconds) Services (Seconds) Services (Seconds)
60 0.12000 0.10400 0.09570
90 0.38000 0.10620 0.10600
120 0.11500 0.10900 0.11000
150 0.12000 0.11500 0.10500
180 0.12500 0.10760 0.10500
210 0.11000 0.10700 0.10500
240 0.10000 0.10720 0.10500
270 0.35000 0.10700 0.10500
300 0.11000 0.10680 0.10600
330 0.10000 0.10720 0.10500
360 0.12000 0.10680 0.10500
390 0.10000 0.10700 0.10500
Mean (Seconds) 0.15417 0.10757 0.10481

The extrapolated data obtain from the plot of best-effort, differentiated, and enhanced

differentiated services networks is shown in Table 4.1. From the calculated means, the proposed

enhance differentiated service model has better performance with mean packet end to end delay

of 0.10481s as compared with the differentiated services packet end to end delay of 0.10757s,

and best-effort services network packet end to end delay of 0.15417s.
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The level of improve achieve by the differentiated services model compare with the best-effort

services model can be elaborated using the equation for percentage improvement.

(Initial value — New value)

Percentage Improvement (PI) = X 100 4.1

Initial value

PI of enhanced over differentiated services = (0'1070510_7(;0481) X100 = 26%

Pl of Enhance differentiated over best-effort = (0'15401;01';0481) X 100 = 32%

4.2.1 Summary of Simulated Results Obtain using OPNET Simulator

Plots of packet end to end delay of best-effort services model and that of differentiated services
model at various simulation times shows the superiority of enhance differentiated services
model. Its mean packet end to end delay of 0.10481s is better than the differentiated services
mean packet end to end delay by 26%. It is also better than the best-effort services model mean
packet end to end delay of 0.15417s by 32%. Hence enhance differentiated services model will
guarantee and assure QoS for the transmission of interactive and other multimedia traffic across
the network better then the services model currently deployed

4.3 Results of Validation and Application of Enhanced Differentiated services Model

On three instants each of the three service model were configured on the test-bed network and
connected to the Internet. The two end devices (computers) were use to check email, stream
Channels News and stream Skype. Wireshark network analyser is used to determine packet
number, source, and length, destination of packets and time of processing a packet for each of
the services model.

The delay and the total time it takes a packet from source to destination can be determined using
time of processing a packet and the processed time of each packet. The time it take a packet from
source to destination (indicated on table 4.2 to 4.4 as End to End Time) can be calculated using
equation 4.2.
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End to End Time = Time of processing a packet — Time of processing previous Packet 4.2
Also the delay of each packet across the network can be calculated by subtracting the obtained
processing time of each packet from the time it take a packet from source to destination hence
the values on table 4.2, 4.3 and 4.4

Table 4.2: Best-Effort Service Model Validation Delay

Time of Processing Packet | EndtoEnd Time | Processed Time | Delay
421.057748 0.001964 0.001210 0.001843
421.059712 0.004013 0.000121 0.003892
421.063725 0.010512 0.000108 0.010405
421.074237 0.002004 0.001160 0.001888
421.076241 0.027519 0.001220 0.027397
421.103760 0.004469 0.001011 0.004358
421.108226 0.006006 0.000109 0.005897
421.114235 0.004036 0.000115 0.003921
421.118271 0.001991 0.000142 0.001849
421.132257 0.011995 0.000123 0.011872

Mean | 0.0074509 | 0.0005319 | 0.007332

Table 4.2 shows the result obtained using Wireshark network analyser to determine the delay of
the validation setup test-bed configured with best-effort service model. On the table the mean
processed time of 0.0005319s indicated the average duration it takes to process a packet. The
mean end to end time of 0.0074509 indicated the average duration it takes a packet to be
transmitted from source to destination. While Delay of 0.007332 illustrated the average time a
packet spend within the network due to lack of network resource to process the packet.

Table 4.3: Differentiated Service Model Validation Delay

Time of Processing Packet | Total Delay | Process Time | Delay
158.779581 0.000004 0.000004 0.000000
158.784080 0.004499 0.004332 0.000167
158.787582 0.003502 0.003327 0.000175
158.790042 0.002460 0.002460 0.000000
158.794511 0.004469 0.004313 0.000156
158.796765 0.002254 0.002250 0.000004
158.803745 0.006980 0.006830 0.000150
158.810460 0.006715 0.000767 0.005948
158.82038 0.002760 0.001816 0.000944
158.827592 0.007274 0.007274 0.004514

Mean | 0.004092 | 0.003337 | 0.001206
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Table 4.4: Enhanced Differentiated Service Model Validation Delay

Time of Processing Packet | Total Delay | Process Time | Delay
17.961577 0.000218 0.000218 0.000000
17.961795 0.001467 0.001459 0.001321
17.963254 0.002490 0.000246 0.000030
17.963500 0.019898 0.019890 0.000008
17.983398 0.000284 0.000272 0.000012
17.983682 0.000179 0.000170 0.000009
17.983861 0.001444 0.001444 0.000000
17.985305 0.002840 0.002435 0.004045
17.985559 0.001627 0.001627 0.000000
17.987456 0.010984 0.009193 0.001791

Mean | 0.043042 | 0.003886 | 0.000722

Table 4.3 and 4.4 indicate the average duration it takes to process a packet, average duration it
takes a packet to be transmitted from source to destination over the network and the average time
a packet spend within the network due to lack of network resource of differentiated services and
enhanced differentiated service model. Table 4.3 mean delay values of 0.001206s show
improvement in delay reduction over table 4.2 mean delay values of 0.007332. Also table 4.4
mean delay values of 0.000722 shows improvement in delay reduction over that of table 4.3 and
table 4.2.

The level of improvement achieved by the enhanced differentiated services model compared
with the differentiated services model and with the best-effort service model architecture can be
elaborated using equation (4.1) for Percentage Improvement (PI).

Therefore the percentage improvements were computer for enhanced differentiated services over

differentiated services and best-effort services model as follows:

PI of enhanced over differentiated services = (0'0013)0:0_1;200722 ) X100 = 40%

(0.004332 —0.000722 ) X 100 = 83%
= 0

PI of Enhance differentiated service over best-effort = 001332

Hence the enhanced differentiated services model performed better than the differentiated

services model by 40% and better than the best-effort services model by 83%.
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CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATION

5.1 Summary of findings

Here are the summary of this research findings,

Use of QoS model improves the performance of network.

Due to scalability issue with integrated service model, differentiated services model is
mostly preferred for QoS assurances in networks.

Differentiated services model has limitations which include the challenge of Packet being
processed and eventually dropped during the last process if threshold of queues are
exceeded. This will result to added delay to incoming packet caused by the processed
time of packets which are eventually dropped.

To enhance the differentiated services model an admission controller was developed to
drop packet early if accepting the packet will eventually cause threshold of queues to be
exceeded during the process of queuing and scheduling. The admission decision is based
on the comparison of the available and the requested resources to ensure that only packet
that will be accepted by the scheduling and queuing systems will be accommodated and
process by the network

Results and validation of delay of enhance differentiated services model, best-effort
services model and that of differentiated services model at various simulation times

shows the superiority of enhance differentiated services model.

5.2 Conclusions

The use of QoS models such as differentiated services model improves the performance

of network in term of packet end to end delay.
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The enhancement of the differentiated services model by inclusion of admission control
had further improve the performance of network in term of packet end to end delay
reduction. This is illustrated by the percentage improvement of the enhanced
differentiated services model of 26% over the differentiated service architecture and
percentage improvement of the enhanced differentiated services model of 32% over the

ABU architecture.

5.3 Limitations

These are the limitations of the research work:

The basic limitation of this work is the assumption the interactive traffic such as video
conference and voice streaming which are delay sensitive are more important in campus
network over non delay sensitive traffic such as file download

In studying the performance of the three models best-effort, differentiated service and
develop enhance differentiated service model, the simulated network is approximate

network.

5.4 Suggestions for Further Work

The following suggestion are made as to the improvement of research in this area

In addition to improving reduction of delay for interactive traffic, efficient bandwidth
utilization scheme should be consider. This will greatly improve the overall performance
of network.

Because of the effect of delay in QoS of interactive traffic on a network, further research

may look at better ways to further reduce delay of networks.
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APPENDIX |
Best-Effort Services Model Configuration on the Routers

EXTERIOR ROUTER

Router>enable

Router#config t

Router(config)#hostname Exterior_Router
Exterior_Router(config)#interface fastEthernet 0/0
Exterior_Router(config-if)#ip address 192.168.40.10 255.255.255.0
Exterior_Router(config-if)#no shutdown

FastEthernet0/0

IP address 192.168.40.10

Status manual up

Exterior_Router(config-if)#exit

Exterior_Router(config)#interface fastEthernet 1/0
Exterior_Router(config-if)#ip address 192.168.30.10 255.255.255.0
Exterior_Router(config-if)#no shutdown

FastEthernet1/0

IP address 192.168.30.11

Status manual up

Exterior_Router(config-if)#

Exterior_Router(config-if)y#"Z

Exterior_Router#

Exterior_Router(config)#ip route 10.0.0.0 255.0.0.0 192.168.30.11
Exterior_Router(config)#ip route 192.168.20.0 255.255.255.0 192.168.40.10
Exterior_Router(config)#ip route 192.168.10.0 255.255.255.0 192.168.40.10
Exterior_Router(config)#ip route 0.0.0.0 0.0.0.0 10.255.4.1
Exterior_Router(config)#exit

CORE SWITCH

Router>enable

Router#config t

Router(config)#hostname Core_Switch
Core_Switch(config)#interface serial 2/0
Core_Switch(config-if)#ip address 192.168.20.10 255.255.255.0
Core_Switch(config-if)#no shutdown

Serial2/0

IP address 192.168.20.10

Status manual up

Core_Switch(config-if)#exit

Core_Switch(config)#interface fastEthernet 0/0
Core_Switch(config-if)#ip address 192.168.40.1 255.255.255.0
Core_Switch(config-if)#no shutdown
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FastEthernet0/0

IP address 192.168.40.1

Status manual up

Core_Switch(config-if)#exit

Core_Switch(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.1
Core_Switch(config)#ip route 192.168.10.1 255.255.255.0 192.168.30.1
Core_Switch(config)#ip route 192.168.30.10 255.255.255.0 192.168.40.10
Core_Switch(config)#ip route 0.0.0.0 0.0.0.0 192.168.40.10
Core_Switch(config)#exit

INTERIOR ROUTER

Router>enable

Router#config t

Router(config)#hostname Interior Router

Interior_Router(config)#interface fastEthernet 0/0
Interior_Router(config-if)#ip address 192.168.10.1 255.255.255.0
Interior_Router(config-if)#no shutdown

FastEthernet0/0

IP address 192.168.10.1

Status manual up

Interior_Router(config)#interface serial 2/0

Interior_Router(config-if)#ip address 192.168.30.1 255.255.255.0
Interior_Router(config-if)#no shutdown

Serial2/0 192.168.30.1

Status manual up

Interior_Router(config-if)#exit

Interior_Switch(config)#ip route 192.168.20.0 255.255.255.0 192.168.20.10
Interior_Switch(config)#ip route 192.168.40.0 255.255.255.0 192.168.20.10
Interior_Switch(config)#ip route 192.168.30.0 255.255.255.0 192.168.20.10
Interior_Switch(config)#ip route 0.0.0.0 0.0.0.0 192.168.20.10
Interior_Switch(config)#exit

Interior_Switch#

POLICY SWITCH

Switch>enable

Switch#config t

Switch(config)#hostname Policy_Switch
Policy_Switch(config)#interface vlanl
Policy_Switch(config-if)#ip address 192.168.40.10 255.255.255.0
Policy_Switch(config-if)#no shutdown

Vlanl

IP address 192.168.40.10

Status manual up
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DISTRIBUTION SWITCH

Switch>enable

Switch#config t

Switch(config)#hostname Distribution_Switch
Distribution_Switch(config)#

Distribution_Switch(config)#interface vlanl
Distribution_Switch(config-if)#ip address 192.168.10.10 255.255.255.0
Distribution_Switch(config-if)#show ip interface brief

Vlanl

IP address 192.168.10.10

Status manual up

79



APPENDIX I
Differentiated Services Architecture Configuration on the Routers
EXTERIOR ROUTER

Router>enable

Router#config t

Exterior_Router(config-if)#ip address 192.168.40.10 255.255.255.0
Exterior_Router(config-if)#no shutdown

FastEthernet0/0

IP address 192.168.40.10

Status manual up

Exterior_Router(config-if)#exit

Exterior_Router(config)#interface fastEthernet 1/0
Exterior_Router(config-if)#ip address 192.168.30.10 255.255.255.0
Exterior_Router(config-if)#no shutdown

FastEthernet1/0

IP address 192.168.30.11

Status manual up

Exterior_Router(config-if)#

Exterior_Router(config-if)y#"Z

Exterior_Router#

Exterior_Router(config)#ip route 10.0.0.0 255.0.0.0 192.168.30.11
Exterior_Router(config)#ip route 192.168.20.0 255.255.255.0 192.168.40.10
Exterior_Router(config)#ip route 192.168.10.0 255.255.255.0 192.168.40.10
Exterior_Router(config)#ip route 0.0.0.0 0.0.0.0 10.255.4.1
Exterior_Router(config)#class-map EF
Exterior_Router(config-cmap)#match all
Exterior_Router(config-cmap)#match EF starting-port-number 443
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#class-map AF1
Exterior_Router(config-cmap)#match all
Exterior_Router(config-cmap)#match AF1 starting-port-number 25
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#class-map AF2
Exterior_Router(config-cmap)#match all
Exterior_Router(config-cmap)#match AF2 starting-port-number 80
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#class-map AF3
Exterior_Router(config-cmap)#match all
Exterior_Router(config-cmap)#match AF3 starting-port-number 1090
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#policy-map EF
Exterior_Router(config-pmap)#bandwidth-percent 40
Exterior_Router(config-cmap)#exit
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Exterior_Router(config)#policy-map AF1
Exterior_Router(config-pmap)#bandwidth-percent 20
Exterior_Router(config-cmap)#exit
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#policy-map AF2
Exterior_Router(config-pmap)#bandwidth-percent 15
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#policy-map AF3
Exterior_Router(config-pmap)#bandwidth-percent 25
Exterior_Router(config-cmap)#exit

CORE SWITCH

Router>enable

Router#config t

Router(config)#hostname Core_Switch

Core_Switch(config)#interface serial 2/0

Core_Switch(config-if)#ip address 192.168.20.10 255.255.255.0
Core_Switch(config-if)#no shutdown

Serial2/0

IP address 192.168.20.10

Status manual up

Core_Switch(config-if)#exit

Core_Switch(config)#interface fastEthernet 0/0
Core_Switch(config-if)#ip address 192.168.40.1 255.255.255.0
Core_Switch(config-if)#no shutdown

FastEthernet0/0

IP address 192.168.40.1

Status manual up

Core_Switch(config-if)#exit

Core_Switch(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.1
Core_Switch(config)#ip route 192.168.10.1 255.255.255.0 192.168.30.1
Core_Switch(config)#ip route 192.168.30.10 255.255.255.0 192.168.40.10
Core_Switch(config)#ip route 0.0.0.0 0.0.0.0 192.168.40.10
Core_Switch(config)#

Core_Switch(config)#policy-map ET

INTERIOR ROUTER

Router>enable

Router#config t

Router(config)#hostname Interior Router
Interior_Router(config)#interface fastEthernet 0/0
Interior_Router(config-if)#ip address 192.168.10.1 255.255.255.0
Interior_Router(config-if)#no shutdown
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FastEthernet0/0

IP address 192.168.10.1

Status manual up

Interior_Router(config)#interface serial 2/0

Interior_Router(config-if)#ip address 192.168.30.1 255.255.255.0
Interior_Router(config-if)#no shutdown

Serial2/0 192.168.30.1

Status manual up

Interior_Router(config-if)#exit

Interior_Switch(config)#ip route 192.168.20.0 255.255.255.0 192.168.20.10
Interior_Switch(config)#ip route 192.168.40.0 255.255.255.0 192.168.20.10
Interior_Switch(config)#ip route 192.168.30.0 255.255.255.0 192.168.20.10
Interior_Switch(config)#ip route 0.0.0.0 0.0.0.0 192.168.20.10
Interior_Switch(config)#exit

Interior_Switch#

POLICY SWITCH

Switch>enable

Switch#config t

Switch(config)#hostname Policy Switch
Policy_Switch(config)#interface vlanl
Policy_Switch(config-if)#ip address 192.168.40.10 255.255.255.0
Policy_Switch(config-if)#no shutdown

Vlanl

IP address 192.168.40.10

Status manual up

DISTRIBUTION SWITCH

Switch>enable

Switch#config t

Switch(config)#hostname Distribution_Switch
Distribution_Switch(config)#
Distribution_Switch(config)#interface vlanl
Distribution_Switch(config-if)#ip address 192.168.10.10 255.255.255.0
Distribution_Switch(config-if)#show ip interface brief

Vlanl

IP address 192.168.10.10

Status manual up

Distribution_Switch>enable

Distribution_Switch#config t
Distribution_Switch(config)#interface fastEthernet 0/1
Distribution_Switch(config-if)#fair-queue
Distribution_Switch(config-if)#congestive-discard-threshold 80
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Distribution_Switch(config-if)#exit
Distribution_Switch(config)#interface fastEthernet 1/1
Distribution_Switch(config-if)#fair-queue
Distribution_Switch(config-if)#congestive-discard-threshold 90
Distribution_Switch(config-if)#exit
Distribution_Switch(config)#interface fastEthernet 2/1
Distribution_Switch(config-if)#fair-queue
Distribution_Switch(config-if)#congestive-discard-threshold 100
Distribution_Switch(config-if)#exit
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APPENDIX [11

Enhanced Differentiated Services Architecture Configuration on the Routers

EXTERIOR ROUTER

Router>enable

Router#config t

Router(config)#hostname Exterior_Router
Exterior_Router(config)#interface fastEthernet 0/0
Exterior_Router(config-if)#ip address 192.168.40.10 255.255.255.0
Exterior_Router(config-if)#no shutdown

FastEthernet0/0

IP address 192.168.40.10

Status manual up

Exterior_Router(config-if)#exit

Exterior_Router(config)#interface fastEthernet 1/0
Exterior_Router(config-if)#ip address 192.168.30.10 255.255.255.0
Exterior_Router(config-if)#no shutdown

FastEthernet1/0

IP address 192.168.30.11

Status manual up

Exterior_Router(config-if)#

Exterior_Router(config-if)y#"Z

Exterior_Router#

Exterior_Router(config)#ip route 10.0.0.0 255.0.0.0 192.168.30.11
Exterior_Router(config)#ip route 192.168.20.0 255.255.255.0 192.168.40.10
Exterior_Router(config)#ip route 192.168.10.0 255.255.255.0 192.168.40.10
Exterior_Router(config)#ip route 0.0.0.0 0.0.0.0 10.255.4.1
Exterior_Router(config)#class-map EF
Exterior_Router(config-cmap)#match all
Exterior_Router(config-cmap)#match EF starting-port-number 443
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#class-map AF1
Exterior_Router(config-cmap)#match all
Exterior_Router(config-cmap)#match AF1 starting-port-number 25
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#class-map AF2
Exterior_Router(config-cmap)#match all
Exterior_Router(config-cmap)#match AF2 starting-port-number 80
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#class-map AF3
Exterior_Router(config-cmap)#match all
Exterior_Router(config-cmap)#match AF3 starting-port-number 1090
Exterior_Router(config-cmap)#exit
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Exterior_Router(config)#policy-map EF
Exterior_Router(config-pmap)#bandwidth-percent 40
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#policy-map AF1
Exterior_Router(config-pmap)#bandwidth-percent 20
Exterior_Router(config-cmap)#exit
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#policy-map AF2
Exterior_Router(config-pmap)#bandwidth-percent 15
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#policy-map AF3
Exterior_Router(config-pmap)#bandwidth-percent 25
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#class-map EF
Exterior_Router(config-cmap)#admission-control bandwidth_pct 100
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#class-map AF1
Exterior_Router(config-cmap)#admission-control bandwidth_pct 90
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#class-map AF2
Exterior_Router(config-cmap)#admission-control bandwidth_pct 80
Exterior_Router(config-cmap)#exit
Exterior_Router(config)#class-map AF3
Exterior_Router(config-cmap)#admission-control bandwidth_pct 90

CORE SWITCH

Router>enable

Router#config t

Router(config)#hostname Core_Switch
Core_Switch(config)#interface serial 2/0
Core_Switch(config-if)#ip address 192.168.20.10 255.255.255.0
Core_Switch(config-if)#no shutdown

Serial2/0

IP address 192.168.20.10

Status manual up

Core_Switch(config-if)#exit

Core_Switch(config)#interface fastEthernet 0/0
Core_Switch(config-if)#ip address 192.168.40.1 255.255.255.0
Core_Switch(config-if)#no shutdown

FastEthernet0/0

IP address 192.168.40.1

Status manual up

Core_Switch(config-if)#exit

Core_Switch(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.1
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Core_Switch(config)#ip route 192.168.10.1 255.255.255.0 192.168.30.1
Core_Switch(config)#ip route 192.168.30.10 255.255.255.0 192.168.40.10
Core_Switch(config)#ip route 0.0.0.0 0.0.0.0 192.168.40.10
Core_Switch(config)#

Core_Switch(config)#policy-map ET

INTERIOR ROUTER

Router>enable

Router#config t

Router(config)#hostname Interior Router

Interior_Router(config)#interface fastEthernet 0/0
Interior_Router(config-if)#ip address 192.168.10.1 255.255.255.0
Interior_Router(config-if)#no shutdown

FastEthernet0/0

IP address 192.168.10.1

Status manual up

Interior_Router(config)#interface serial 2/0

Interior_Router(config-if)#ip address 192.168.30.1 255.255.255.0
Interior_Router(config-if)#no shutdown

Serial2/0 192.168.30.1

Status manual up

Interior_Router(config-if)#exit

Interior_Switch(config)#ip route 192.168.20.0 255.255.255.0 192.168.20.10
Interior_Switch(config)#ip route 192.168.40.0 255.255.255.0 192.168.20.10
Interior_Switch(config)#ip route 192.168.30.0 255.255.255.0 192.168.20.10
Interior_Switch(config)#ip route 0.0.0.0 0.0.0.0 192.168.20.10Interior_Switch(config)#exit
Interior_Switch#

POLICY SWITCH

Switch>enable

Switch#config t

Switch(config)#hostname Policy_Switch
Policy_Switch(config)#interface vlanl
Policy_Switch(config-if)#ip address 192.168.40.10 255.255.255.0
Policy_Switch(config-if)#no shutdown

Vlanl

IP address 192.168.40.10

Status manual up

86



DISTRIBUTION SWITCH

Switch>enable

Switch#config t

Switch(config)#hostname Distribution_Switch
Distribution_Switch(config)#
Distribution_Switch(config)#interface vlanl
Distribution_Switch(config-if)#ip address 192.168.10.10 255.255.255.0
Distribution_Switch(config-if)#show ip interface brief

Vlanl

IP address 192.168.10.10

Status manual up

Distribution_Switch>enable

Distribution_Switch#config t
Distribution_Switch(config)#interface fastEthernet 0/1
Distribution_Switch(config-if)#fair-queue
Distribution_Switch(config-if)#congestive-discard-threshold 80
Distribution_Switch(config-if)#exit
Distribution_Switch(config)#interface fastEthernet 1/1
Distribution_Switch(config-if)#fair-queue
Distribution_Switch(config-if)#congestive-discard-threshold 90
Distribution_Switch(config-if)#exit
Distribution_Switch(config)#interface fastEthernet 2/1
Distribution_Switch(config-if)#fair-queue
Distribution_Switch(config-if)#congestive-discard-threshold 100
Distribution_Switch(config-if)#exit
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